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Introduction

The InterBase Operations Guide is a task-oriented reference of procedures to install,
configure, and maintain an InterBase database server or Local InterBase
workstation.

This chapter describes who should read this book, and provides a brief overview
of the capabilities and tools available in the InterBase product line.

Who should use this guide

The InterBase Operations Guide is for database administrators or system
administrators who are responsible for operating and maintaining InterBase
database servers. The material is also useful for application developers who wish
to understand more about InterBase technology. The guide assumes knowledge of:

® Server operating systems for Windows, Linux, and UNIX
¢ Networks and network protocols

* Application programming

Topics covered in this guide

¢ Introduction to InterBase features
¢ Using IBConsole
* Server configuration, startup and shutdown

¢ Network configuration and troubleshooting guidelines
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* Security configuration for InterBase servers, databases, and data; reference for
the security configuration tools

¢ Database configuration and maintenance options; reference for the maintenance
tools

¢ Licensing: license registration tools, available certificates, the contents of the
InterBase license file

¢ Backing up and restoring databases; reference for the backup tools
¢ Tracking database statistics and connection monitoring

¢ Interactive query profiling; reference for the interactive query tools
¢ Performance troubleshooting and tuning guidelines.

¢ Data replication and using IBReplicator

¢ Two appendices covering migration and the limits of a number of InterBase
characteristics

InterBase PDF documentation

InterBase includes the complete documentation set in PDF format. They are
accessible from the Start menu on Windows machines and are found in the Doc
directory on all platforms. If they were not included with the original InterBase
installation, you can install them at a later time by running the InterBase install
and choosing Custom install, which lets you select the document set. You can also
access them from the CD-ROM or copy them from the CD-ROM.

The books are available for purchase in printed form from http://shop.borland.com. If
you have a point release of InterBase, the printed books may not include all the
latest changes that are in the PDF version.

About enhanced Acrobat Reader

The InterBase PDF document set has been indexed for use with Acrobat’s Full Text
Search, which allows you to search across the entire document set. To take
advantage of this feature, you need the enhanced version of Acrobat Reader,
rather than the “plain” version. The enhanced Acrobat Reader has a Search button
on the toolbar in addition to the usual Find button. This Search button searches
across multiple documents and is available only in the enhanced version of
Acrobat Reader. The Find button that is available in the “plain” version of Acrobat
Reader searches only a single document at a time.

If you do not already have the enhanced version of Acrobat Reader 5, the English-
language version installer is available in the Documentation/Adobe directory on the
InterBase CD-ROM or download file and in the <interbase_home>/Doc/Adobe
directory after the InterBase installation.
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InterBase PDF documentation

The enhanced Acrobat Reader is also available for free in many languages from
http:/fwww.adobe.com/products/acrobat/readstep2.html. In Step 1, choose your desired
language and platform. In step 2, be sure to check the “Include the following

options...” box.

Using Full-Text Search

To use full-text searching in the enhanced Acrobat Reader, follow these steps:

1 Click the Search ﬂ button on the toolbar or choose Edit | Search | Query to

display the Search dialog.

Adobe Acrobat Search

Find RBesults Containing Text

Search

LIDF|

—With Document |nfo

Clear

FEf,

Indexes...

Title |

Subject I

Authar I

Keywaords I

— Dptionz

v word Stemming [ Thesauus
[~ Sounds Like

[ Match Caze
[ Prosimity

|Searching 2 out of 2indexes.

2 Fill in whichever criteria are useful and meaningful to you. Acrobat Reader
returns a list of books that contain the phrase, ranked by probable relevance.

Search Results

Score Title Found & out of & documents.

) Embedded SAL Guide

@ Language Reference

o AP Guide
o Data Defintion Guide
o Operations Guide

Wigw I

Infa... |

|Document 2 of B: 1 of 76 pages of hits.

4

Choose the book you want to start looking in to display the first instance.

Use the Previous Highlight | and Next Highlight pE)| buttons to step forward

and back through instances of your search target. From the keyboard, you can
step through instances with [cu]-[ and [cr]-]. Reader moves from one book to the
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next. To go to a different book at will, click the button to display the
“found” list. Tip: if the If Previous Highlight and Next Highlight seem to
highlight the wrong words, use Find instead: display the Find dialog box and
enter the word or phrase you're searching for. This finds instances in only the
current book, but you can select other books from the Search Results list.

Expanding the Reader toolbar buttons

By default, the enhanced Reader displays the Search button with an arrow that lets
you access the Search Results, Previous Highlight, and Next Highlight. If you plan
to use Full Text Search, you probably want to display all the buttons on the toolbar.
Here’s how:

_— ﬁ T
| &4 @%— Click this down arrow 4B search

to display this menu.
FinL Search B Search Results

B Previous Highlight
BB Mext Highlight

Click this item to display
all four “Search”
buttons on the toolbar.

++ |Expand This Bukton

After you choose Expand This Button, you Search Results E |
have the following buttons on your toolbar: Soare Title Found B out of B documents.
@ Embedded SGL Guide -
% @ ,‘ ’ E M @ Language Reference
7 1 A & 2P Guide
/ | @ Data Definition Guide
Find Search Show  Find Find @ Operatians Guide =l

Search Previous  Next

Result Info.. |

list

|D0c:ument 2 of B 1 of 76 pages of hits. /A

Installing Acrobat

Once you have installed the documentation, you will find the install files for
Acrobat Reader With Search will be in the <interbase_home>/Doc directory. They are
also present on your InterBase CD-ROM or download files. Choose the install file
that is appropriate for your platform and follow the prompts. Uninstall any
existing version of Acrobat Reader before installing Enhanced Acrobat Reader.

System requirements and server sizing

InterBase server runs on a variety of platforms, including Microsoft Windows
server platforms, Linux, and several UNIX operating systems.
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The InterBase server software makes efficient use of system resources on the
server node. The server process uses little more than 1.9MB of memory. Typically,
each client connection to the server adds approximately 115KB of memory. This
varies based on the nature of the client applications and the database design, so
the figure is only a baseline for comparison.

The minimal software installation requires disk space ranging from 9MB to 12MB,
depending on platform. During operation, InterBase’s sorting routine requires
additional disk space as scratch space. The amount of space depends on the
volume and type of data the server is requested to sort.

The InterBase client also runs on any of these operating systems. In addition,
InterBase provides the InterClient Java client interface using the JDBC standard for
database connectivity. Client applications written in Java can run on any client
platform that supports Java, even if InterBase does not explicitly list it among its
supported platforms. Examples include the Macintosh and Internet appliances
with embedded Java capabilities.

Terminology: Windows server platforms  Throughout this document set, there are
references to “Windows server platforms” and “Windows non-server platforms.”
Windows server platforms are Windows NT, 2000, and XP Pro. Windows non-
server platforms are Windows 98SE, ME, and XP Home.

Primary InterBase features

InterBase offers all the benefits of a full-featured RDBMS. The following table lists
some of the key InterBase features:

Table 1.1 InterBase features
Feature Description

Network protocol support e All platforms of InterBase support TCP/IP
¢ InterBase servers and clients for Windows support

NetBEUI/named pipes

SQL-92 entry-level ANSI standard SQL, available through an Interactive SQL tool
conformance and Borland desktop applications
Simultaneous access to One application can access many databases at the same time
multiple databases
multigenerational Server maintains older versions of records (as needed) so that
architecture transactions can see a consistent view of data
Optimistic row-level Server locks only the individual records that a client updates,
locking instead of locking an entire database page
Query optimization Server optimizes queries automatically, or you can manually

specify a query plan

Chapter 1 Introduction 1-5



Primary InterBase features

Table 1.1 InterBase features (continued)

Feature

Blob datatype and
Blob filters

Declarative referential
integrity

Stored procedures

Triggers

Event alerters

Updatable views

User-defined functions
(UDFs)

Outer joins
Explicit transaction
management

Concurrent multiple

application access to data

multidimensional arrays

Automatic two-phase
commit

InterBase API

gpre

IBConsole

isql

Command-line database

administrator utilities

Description

Dynamically sizeable datatypes that can contain unformatted
data such as graphics and text

Automatic enforcement of cross-table relationships (between
FOREIGN and PRIMARY KEYs)

Programmatic elements in the database for advanced queries
and data manipulation actions

Self-contained program modules that are activated when data
in a specific table is inserted, updated, or deleted

Messages passed from the database to an application; enables
applications to receive asynchronous notification of database
changes

Views can reflect data changes as they occur

Program modules that run on the server

Relational construct between two tables that enables complex
operations

Full control of transaction start, commit, and rollback,
including named transactions

One client reading a table does not block others from it

Column datatypes arranged in an indexed list of elements

Multi-database transactions check that changes to all
databases happen before committing (InterBase Server only)

Functions that enable applications to construct SQL/DSQL
statements directly to the InterBase engine and receive results
back

Preprocessor for converting embedded SQL/DSQL
statements and variables into a format that can be read by a
host-language compiler; included with the InterBase server
license

Windows tool for data definition, query, database backup,
restoration, maintenance, and security

Command-line version of the InterBase interactive SQL tool;
can be used instead of IBConsole for interactive queries.

Command-line version of the InterBase database
administration tools; can be used instead of IBConsole
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Table 1.1 InterBase features (continued)
Feature Description

Header files Files included at the beginning of application programs that
define InterBase datatypes and function calls

Example make files Files that demonstrate how to invoke the makefiles to compile
and link InterBase applications

Example programs C programs, ready to compile and link, which you can use to
query standard InterBase example databases on the server

Message file interbase.msg, containing messages presented to the user

SQL support

InterBase conforms to entry-level SQL-92 requirements. It supports declarative
referential integrity with cascading operations, updatable views, and outer joins.
InterBase Server provides libraries that support development of embedded SQL
and DSQL client applications. On all InterBase platforms, client applications can
be written to the InterBase AP], a library of functions with which to send requests
for database operations to the server.

InterBase also supports extended SQL features, some of which anticipate SQL99
extensions to the SQL standard. These include stored procedures, triggers, SQL
roles, and segmented Blob support.

For information on SQL, see the Language Reference.

Multiuser database access

InterBase enables many client applications to access a single database
simultaneously. A client applications can also access the multiple databases
simultaneously. SQL triggers can notify client applications when specific database
events occur, such as insertions or deletions.

You can write user-defined functions (UDFs) and store them in an InterBase
database, where they are accessible to all client applications accessing the
database.

Transaction management

Client applications can start multiple simultaneous transactions. InterBase
provides full and explicit transaction control for starting, committing, and rolling
back transactions. The statements and functions that control starting a transaction
also control transaction behavior.
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InterBase transactions can be isolated from changes made by other concurrent
transactions. For the life of these transactions, the database appears to be
unchanged except for the changes made by the transaction. Records deleted by
another transaction exist, newly stored records do not appear to exist, and
updated records remain in the original state.

For information on transaction management, see the Embedded SQL Guide.

Multigenerational architecture

InterBase provides expedient handling of time-critical transactions through
support of data concurrency and consistency in mixed use—query and update—
environments. InterBase uses a multigenerational architecture, which creates and
stores multiple versions of each data record. By creating a new version of a record,
InterBase allows all clients to read a version of any record at any time, even if
another user is changing that record. InterBase also uses transactions to isolate
groups of database changes from other changes.

Optimistic row-level locking

Optimistic locks are applied only when a client actually updates data, instead of at
the beginning of a transaction. InterBase uses optimistic locking technology to
provide greater throughput of database operations for clients.

InterBase implements true row-level locks, to restrict changes only to the records
of the database that a client changes; this is distinct from page-level locks, which
restrict any arbitrary data that is stored physically nearby in the database. Row-
level locks permit multiple clients to update data that is in the same table without
coming into conflict. This results in greater throughput and less serialization of
database operations.

InterBase also provides options for pessimistic table-level locking. See the
Embedded SQL Guide for details.

Database administration

InterBase provides both GUI and command-line tools for managing databases and
servers. You can perform database administration on databases residing on Local
InterBase or InterBase Server with IBConsole, a Windows application running on a
client PC. You can also use command-line database administration utilities on the
server.

IBConsole and command-line tools enable the database administrator to:
* Manage server security
* Back up and restore a database

e Perform database maintenance
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* View database and lock manager statistics

You can find more information on server security later in this chapter, and later
chapters describe individual tasks you can accomplish with IBConsole and the
command-line tools.

Managing server security

InterBase maintains a list of user names and passwords in a security database. The
security database allows clients to connect to an InterBase database on a server if a
user name and password supplied by the client match a valid user name and
password combination in the InterBase security database (admin.ib by default), on
the server.

You can add and delete user names and modify a user’s parameters, such as
password and user ID.

For information about managing server security, see Chapter 5, “Database
Security.”

Backing up and restoring databases

You can backup and restore a database using IBConsole or command-line gbak. A
backup can run concurrently with other processes accessing the database because
it does not require exclusive access to the database.

Database backup and restoration can also be used for:

¢ Erasing obsolete versions of database records

¢ Changing the database page size

* Changing the database from single-file to multifile

¢ Transferring a database from one operating system to another

* Backing up only a database’s metadata to recreate an empty database

For information about database backup and recovery, see Chapter 8, “Database

Backup and Restore.”

Maintaining a database

You can prepare a database for shutdown and perform database maintenance
using either IBConsole or the command-line utilities. If a database incurs minor
problems, such as an operating system write error, these tools enable you to sweep
a database without taking the database off-line.

Some of the tasks that are part of database maintenance are:
* Sweeping a database
¢ Shutting down the database to provide exclusive access to it

¢ Validating table fragments
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® Preparing a corrupt database for backup
¢ Resolving transactions “in limbo” from a two-phase commit
¢ Validating and repairing the database structure

For information about database maintenance, see Chapter 6, “Database
Configuration and Maintenance.”

Viewing statistics

You can monitor the status of a database by viewing statistics from the database
header page, and an analysis of tables and indexes. For more information, see
Chapter 9, “Database Statistics and Connection Monitoring.”

About InterBase SuperServer architecture

InterBase uses SuperServer architecture: a multi-client, multi-threaded
implementation of the InterBase server process. SuperServer replaces the Classic
implementation used for previous versions of InterBase. SuperServer serves many
clients at the same time, using threads instead of separate server processes for each
client. Multiple threads share access to a single server process.

Overview of command-line tools

For each task that you can perform in IBConsole, there is a command-line tool that
you can run in a command window or console to perform the same task.

The UNIX versions of InterBase include all of the following command-line tools.
The graphical Windows tools do not run on a UNIX workstation, though you can
run most of the tools on Windows to connect to and operate on InterBase
databases that reside on UNIX servers.

An advantage of noninteractive, command-line tools is that you can use them in
batch files or scripts to perform common database operations. You can automate
execution of scripts through your operating system’s scheduling facility (cron on
UNIX, AT on Windows). It is more difficult to automate execution of graphical
tools.

isql

The isql tool is a shell-type interactive program that enables you to quickly and
easily enter SQL statements to execute with respect to a database. This tool uses
InterBase’s Dynamic SQL mechanism to submit a statement to the server, prepare
it, execute it, and retrieve any data from statements with output (for example, from
a SELECT or EXECUTE PROCEDURE). isql manages transactions, displays metadata
information, and can produce and execute scripts containing SQL statements.
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Overview of command-line tools

See Chapter 10, “Interactive Query” for full documentation and reference on isql
and using isql from IBConsole.

gbak

The gbak tool provides options for backing up and restoring databases. gbak now
backs up to multiple files and restores from multiple files, making it unnecessary
to use the older gsplit command. Only SYSDBA and the owner of a database can
back up a database. Any InterBase user defined on the server can restore a
database, although the user must be SYSDBA or the database owner in order to
restore it over an existing database.

When you back up and restore databases from IBConsole on Windows platforms,
you are accessing this same tool through the IBConsole interface.

See Chapter 8, “Database Backup and Restore” for full documentation and
reference on using gbak.

gfix

gfix configures several properties of a database, including:
¢ Database active/shutdown status

¢ Default cache allocation for clients

* Sweep interval and manual sweep

¢ Synchronous or asynchronous writes

* Detection of some types of database corruption

¢ Recovery of unresolved distributed transactions

You can also access all the functionality of gfix through the IBConsole graphical
interface. Only SYSDBA and the owner of a database can run gfix against that
database.

See Chapter 6, “Database Configuration and Maintenance” for descriptions of
these properties, and a reference of the gfix tool.

gsec

You can configure authorized users to access InterBase servers and databases with
gsec. You can also perform the same manipulations on the security database with
IBConsole.

See Chapter 5, “Database Security” for full details and reference.
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gstat

gstat displays some database statistics related to transaction inventory, data
distribution within a database, and index efficiency. You can also view these
statistics from IBConsole. You must be SYSDBA or the owner of a database to view
its statistics.

See Chapter 9, “Database Statistics and Connection Monitoring” for more
information on retrieving and interpreting database statistics.

iblockpr (gds_lock_print)

You can view statistics from the InterBase server lock manager to monitor lock
request throughput and identify the cause of deadlocks in the rare case that there
is a problem with the InterBase lock manager. The utility is called gds_lock_print
on the UNIX platforms, and iblockpr on the Windows platforms.

See Chapter 9, “Database Statistics and Connection Monitoring” for more
information on retrieving and interpreting lock statistics.

ibmgr

On UNIX servers, use the ibmgr utility to start and stop the InterBase server
process. See the section “Using ibmgr to start and stop the server” on page 3-11 for
details on using this utility.
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InterBase provides an intuitive graphical user interface, called IBConsole, with
which you can perform every task necessary to configure and maintain an
InterBase server, to create and administer databases on the server, and to execute
interactive SQL (ISQL). IBConsole enables you to:

¢ Manage server security

¢ Back up and restore a database

View database and server statistics

Perform database maintenance, including:

e Validating the integrity of a database

* Sweeping a database

® Recovering transactions that are “in limbo”

IBConsole runs on Windows, but can manage databases on any server on the local
network.
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Starting IBConsole

To start IBConsole, choose IBConsole from the Start | Programs | InterBase menu.
The IBConsole window opens:

Figure 2.1

*lj 1BConsole

Console  Wiew Server Database

IBConsole window

FA AN RS

Tools  Windows  Help

=10l x|

Menu bar

— Tool bar

Status bar

E@ InterB ase Servers | | Action | Description
Eﬂ Local Server Dizconnect Dizconnect from the current database
E@ Databases Froperties Show database properties
E‘iﬂ employee. gdb Database Statistics  Display database statistics
""" Domaing Shutdown Shutdown the database
""" {0 Tables Sweep Perform a databaze sweep
..... Ir . . .
I\:dexes Transaction Reco...  Recover limbo transactions
""" % Sltewsd B “iew Metadata ‘iew Database Metadata
----- ored Pre
» Database Restat  Restart a database
------ 5 External F
P | | Drop Databaze Dirop the current database
------ & Generator
@ £ . Databaze Backup  Backup an InterB aze database
----- weeption ) )
______ 8 Blob Filter: Connected Users  View a list of ugers curently connected to the =
______ L@ Fioles Restore Database  Restore an InterBaze database
..... & Backup
------ 3| Certificates
1 Carnar | e hd
K _>l_I | Wl
Server: Local Server |Detabase: employee.gdb |User: S¥SDEA
Tree pane Work pane

Elements in the IBConsole dialog:
¢ Menubar Commands for performing database administration tasks.

e Tool bar Shortcut buttons for menu commands.

¢ Tree pane Displays a hierarchy of registered servers and databases.

¢ Work pane Displays specific information or allows you to perform activities,
depending on what item is currently selected in the Tree pane.

* Status bar Shows the current server, user login, and selected database.

IBConsole menus

The IBConsole menus are the basic way to perform tasks with IBConsole. There
are seven pull-down menus.

¢ Console menu enables you to exit from IBConsole.

¢ View menu enables you to indicate whether or not IBConsole displays system and
temporary tables and dependencies and to change the display and appearance
of items listed in the Work pane.
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Server menu enables you to register and un-register a server, log in to and log out
of a server, diagnose a server connection, manage user security, add and remove
certificates, view the server log file, and view server properties. For more
information, see “Connecting to servers and databases” on page 4-2.

Database menu enables you to register and un-register a database, create and drop
a database, connect to and disconnect from a database, view database metadata,
view a list of users connected to the database, view and set database properties,
perform database maintenance, validation, and transaction recovery. For more

information, see “Connecting to servers and databases” on page 4-2

* Tools menu enables you to add custom tools to the Tools menu and start the
interactive SQL window. The interactive SQL window has its own set of menus,
which are discussed in Chapter 10, “Interactive Query”.

* Windows menu enables you to view a list of active IBConsole windows and to
manage them. See “Switching between IBConsole windows” on page 2-7 for

more information.

¢ Help menu enables you to access both IBConsole on-line help and InterBase on-

line help.

Context menus

IBConsole also enables you to perform certain tasks with context sensitive popup
menus called context menus. Tables 2.1 and 2.2 are examples of context menus.

When you right-click a server icon, a context menu is displayed listing actions that
can be performed on the selected server.

Table 2.1 IBConsole context menu for a server icon

Popup command
Register
Un-register
Login

Logout

Add Certificate
User Security
View Logfile

Diagnose Connection

Properties

Description

Register the current server.

Un-register the current server.

Login to the selected server.

Logout from the current server.

Add certificate ID/keys for the current server.
Authorize users on the current server.
Display the server log for the current server.

Display database and network protocol communication
diagnostics.

View and update server information for the current server.
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When you right-click a connected database icon, a context menu is displayed
listing actions that can be performed on the database:

Table 2.2 IBConsole context menu for a connected database icon

Popup command
Disconnect

Maintenance

Backup/Restore
View Metadata

Connected Users

Description

Disconnect from the current database.

Perform maintenance tasks including: view database
statistics, shutdown, database restart, sweep, and
transaction recovery.

Back up or restore a database to a device or file.
View the metadata for the selected database.

Displays a list of users connected to the database.

Properties View database information, adjust the database sweep
interval, set the SQL dialect and access mode, and enable
forced writes.

IBConsole toolbar

A toolbar is a row of buttons that are shortcuts for menu commands. The
following table describes each toolbar button in detail.

Figure 2.2  IBConsole Toolbar
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Table 2.3 1BConsole standard toolbar

Button Description
Register server: opens the register server dialog, enabling you to register and
y login to a local or remote server. See “Registering a server” on page 4-2 for
—_— more information.
Un-register server: enables you to unregister a local or remote server. This
@ automatically disconnects a database on the server and logout from the
—_— server. See “Unregistering a server” on page 4-5 for more information.
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Table 2.3 1BConsole standard toolbar (continued)

Button Description
Database connect: Connects to the highlighted database using the user name
\‘E and password for the current server connection. See “Connecting to a
—_— database” on page 4-7 for more information.

Database disconnect: enables you to disconnect a database on the current
E server. See “Disconnecting a database” on page 4-8 for more information.

Launch SQL: opens the interactive SQL window, which is discussed in detail
in Chapter 10, “Interactive Query”.

A

L
=AY

Tree pane

When you open the IBConsole window, you must register and log in to a local or
remote server and then register and connect to the server’s databases to display
the Tree pane. See “Connecting to servers and databases” on page 4-2 to learn how to
register and connect servers and databases.

Figure 2.3  IBConsole Tree pane

E@ InterBaze Servers
Current Server | Eﬂ Local Server
[;]@ D atabazes
- @ employes. gdb

@ Limbodb. gdb Expand current
: — database to see
Current Database E‘@ Tutoeal hierarchy of tables,
______ ; views, procedures,
Domains functions, and other
----- T} Tables database attributes.

..... Eﬁ Wiews
----- L@ Stored Procedures

...... T3 Extemnal Function:
...... Generators

----- @ Exceptions

...... & Blob Filters

...... I‘@ Ruales

Navigating the server/database hierarchy is achieved by expanding and retracting
nodes (or branches) that have subdetails or attributes. This is accomplished by a
number of methods, outlined in Table 2.4.
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To expand or retract the server/database tree in the Tree pane:

Table 2.4 Server/database tree commands
Tasks Commands

Display a server’s databases o Left-click the plus (+) to the left of the server icon
e Double-click the server icon
e Press the plus (+) key
e Press the right arrow key

Retract a server’s databases o Left-click the minus (-) to the left of the server icon
¢ Double-click the server icon
e Press the minus (-) key
e Press the left arrow key

In an expanded tree, click a database name to highlight it. The highlighted
database is the one on which IBConsole operates, referred to as the current database.
The current server is the server on which the current database resides.

The hierarchy displayed in the Tree pane of Figure 2.3 is an example of a fully
expanded tree.

¢ Expanding the InterBase Servers branch displays a list of registered servers.

¢ Expanding a connected server branch displays a list of server attributes,
including Databases, Backup, Users, Certificates, and the Server Log.

¢ Clicking on the Database branch displays a list of registered databases on the
current server.

¢ Clicking on Server Log displays the “View Logfile” action in the Work pane.

* Expanding a connected database branch displays a list of database attributes,
including Domains, Tables, Views, Stored Procedures, External Functions,
Generators, Exceptions, Blob Filters, and Roles.

¢ Expanding Backup shows a list of backup aliases.

Work pane

Depending on what item has been selected in the Tree pane, the Work pane gives
specific information or enables you to execute certain tasks.

To display a list of backup aliases for the current server, click the Backup icon.

To display a list of InterBase certificate keys and IDs for the current server, click the
Certificates icon.

To display a list of users defined on the server, click the Users icon.

To display information about a database attribute, click the database attribute icon.

2-6 Operations Guide



Starting IBConsole

To display information about a database object in a viewer, click the Work Pane icon for the
object (for example, a table name).

See “Viewing metadata” on page 10-16 for more information.

Standard text display window

The standard text display window is used to monitor database backup and
restoration, to display database statistics and to view server and administration
logs.

The standard text display window contains a menu bar, a toolbar with icons for
often-used menu commands, and a scrolling text display area. Figure 8.3,
“Database backup verbose output,” on page 8-7 is an example of the standard text
display window.

Elements in a standard text display window:

e Menubar The File menu enables you to save the contents of the window and Exit
from the window. The Edit menu enables you to copy selected text in the
window to the clipboard, select all text in the window, cut and paste text, and
find a specified word or phrase within the displayed text.

Toolbar Save and Copy toolbar buttons enable you to save the contents of the
text display window as well as copy selected text to the clipboard.

Status bar Shows the cursor location, given by line and column, within the text
display window.

Switching between IBConsole windows

Use the Active Windows dialog to switch between IBConsole windows, or to close
specific windows. To access the Active Windows dialog, click on the Windows
menu. The dialog appears:

Figure 2.4  Active Windows dialog

Active Windows EHE

D atabase Statistics
LCloze Window |

Interactive SOL

e To switch to a different IBConsole window, select it and click the Switch To
button.
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¢ To close a window, select it and click the Close window button.

Managing custom tools in IBConsole

Use the Tools dialog to add, edit, and delete custom tools for the IBConsole
interface. To access the Tools dialog, select Tools | Configure Tools from the
IBConsole menu. The Tools dialog is displayed:

Figure 2.5 Tools dialog

Tools
Configured T ools:

Add

Welete

Edif

R,

Lloze |

¢ To delete a tool, select it and click Delete.

* To modify a tool, select it and click Edit. Change the relevant fields in the Tool
Properties dialog.

¢ To add a tool, click Add. The Tool Properties dialog appears.

Figure 2.6  Tool Properties dialog

Browse

Tool Properties HE
Title: I oK I
PBrogram I Lancel |
Wworking Dir: I

Farameters:

To add a custom tool:

¢ Enter the name of your utility in the Title field. This is the name that will be
displayed on the Tools menu. Use an ampersand (&) to specify an accelerator
key for the menu item. Conflicting accelerator keys are automatically resolved.
If you do not specify an accelerator key, one will be chosen automatically.

¢ Enter the path and the executable to be launched in the Program field.

¢ Enter the working directory for your utility in the Working Dir field. If no
working directory is specified, then it defaults to the current directory.
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¢ Enter any other parameters needed to run your utility in the Parameters field.
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Server Configuration

This chapter describes the operation and configuration of the InterBase server
process, including the following topics:

¢ Configuring server properties

¢ Using InterBase Manager to start and stop InterBase
¢ Starting and stopping the InterBase Server on UNIX
e Example initialization script installation on Linux

¢ Using environment variables

* Managing temporary files

¢ Configuring parameters in ibconfig

* Viewing the server log file

Configuring server properties

You can use InterBase Manager to change database cache size of client map size.
The InterBase Guardian Server Properties dialog enables you to display and
configure these server settings. To access InterBase Guardian, right-click the
InterBase Guardian icon in the System Tray. You can access the Server Properties
dialog by any of the following methods:

¢ Select a server (or any branch under the server hierarchy) in the Tree pane and
choose Server | Server Properties.

* Select a server in the Tree pane and click Server Properties in the Work pane.

* Right-click a server in the Tree pane and choose Server Properties from the
context menu.

The Server Properties dialog contains two tabs, Alias and General.
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The General tab

The General tab of the Server Properties dialog is where you can view such server
settings as the version, capabilities, number of databases, and number of
attachments. You cannot edit the information displayed on this tab.

] Server Properties el B3
Aliaz  General |

Wersior: w7 0.0.196

Capabilities: Ada language preprocessing iz supported -
C language preprocessing is supported
Server can modify the metadata of databases

Server can access tables which are external to a database
Fortran language preprocessing is supported
Server can access tables which are internal to a database

Attached Databases |

Mumber of databazes: 1]

Mumber of attachments: 0
Ok I Lancel | Lpply |

The server properties displayed are:

¢ Version: displays the version number for the InterBase Server.

 Capabilities: displays support capabilities for the InterBase Server.

e Attached databases: displays the path and filename for each attached database

* Number of databases: displays the total number of databases in the InterBase
Server.

* Number of attachments: displays the total number attachments to the InterBase
Server.

You cannot update the information displayed on the General tab; however, you

can click Refresh at any time to retrieve the current server property information. If
you need to view or configure server settings, click the IB Settings tab.
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The Alias tab

On the Alias tab, you can inspect the host name and network protocol for the
server. You can inspect and change the Alias name and description.

] Server Properties 2=l
General I
Aliaz Mame:
ILocaI Server
Host Mame: Metwork Protocal:
ILocaI Server j

Description:

Ok I Lancel | Lpply |

* Alias Name: the name of the server as it appears in the Tree pane. This setting is
editable.

* Host Name: the name of the host server. This is determined at the time you create
the server connection and cannot be changed in this dialog.

¢ Network Protocol: the protocol that the server is using to communicate. This is
determined at the time you create the server connection and cannot be changed
in this dialog.

* Description: any additional information you wish to add about the server. This
field is optional and editable.

Multi-Instance

InterBase 7.5 now allows multiple instances of InterBase servers to run
simultaneously. In the past multiple instances of the InterBase server could not be
run on the same machine. Previously when an application that utilized one
version of InterBase, another application that utilized another version of InterBase
could not be run. Now with InterBase 7.5 Borland has added the ability to run
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multiple instances of InterBase on the same machine. With InterBase 7.5 one

previous version (major release) of InterBase, i.e. InterBase 6.x will be able to be
run simultaneously.

Windows server setup

Start the server as an application with the following switches on a Windows
machine.

ibserver -a -p service_name -i Interbase_env_variable

The service_name is the entry contained in the services file pointing to the port
number which the InterBase server should bind to. Below is an example of a part
of the file from the <system directory>\drivers\etc\services file.

gds_db 3050/tcp #default InterBase port number
ib_var_a 3051/tcp #VAR A's interbase port number

The INTERBASE environment variable or the -i switch is used for local
connections. These values determines which InterBase server a client on the same
machine will connect to. The INTERBASE environment variable for a client and
server's -1 switch must match to have a successful connection. So if InterBase
server is started with the setting:

ibserver -a -p ib_var_a -i C:\Program Files\InterBase7.5

Then InterBase server will accept remote connections on the TCP/IP port number
3051 as the service ib_var_a is set to port 3051. The local connections will be
accepted from client on the same machine who have their InterBase environment
variable set to C:\Program Files\InterBase7.5.

In this case, the older version of InterBase server can still run using the default

setting. This pre-7.5 InterBase server will accept remote connections on TCP/IP
port number 3050. The local connections will be accepted when the client use a

pre-7.5 InterBase client library.

We recommend using the -i switch to set the local InterBase variable for the server.
The order in which interbase server looks for the INTERBASE environment
variable is as follow; Command line argument '-i', INTERBASE environment
variable setting, InterBase Registry key setting, Server's current directory.

Accessing remote databases

Client side settings

In order to connect to a specific InterBase server on a machine you need to identify
the server you want to connect to.
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Remote servers

In order to access the database database_name.ib located in the directory
database_dir. On a remote machine remote_host accepting connections on a port
number specified by a service_name on the client machine. The database name
specified in isql, the client API or any InterBase driver should be
remote_host/service_name:/database_dir/database_name.ib

Assume that a remote client application wants to access windows server running
on a machine called remote_host running 2 servers with the example
configuration specified above. The client machine will need to have the same
service name set as the server, so the services file will need to have these entries

gds_db 3050/tcp #default InterBase port number
ib_var_a 3051/tcp #VAR A's InterBase port number

In order to access the InterBase 7.5 server running on the 3051 port number use the
following database connection string (through isql or through the API)
remote_host/ib_var_a:c:\database_dir\ib75test.ib.

For older clients specify the service name which is bound to the port number on
which the older server is listening e.g.
remote_host/gds_db:c:\database_dir\ib71test.ib

Accessing local databases

Windows platform only.

In order to access a database on a local InterBase server InterBase depends on the
INTERBASE Environment variable to identify the server to be connected to. A pre-
7.5 InterBase server running will be connected to if no server with the InterBase
environment variable setting is running.

In order to access an older server make sure that your application uses the older
gds32.dll. To access a older server using a 7.5 InterBase client library make sure

"

your InterBase environment variable is set to a empty string "".

Applications can also pass in the information regarding the InterBase server they
want to attach to as part of the InterBase database parameter block (isc_dpb
parameter). Setting the isc_dpb_client_interbase_var followed by the length and
the location of the InterBase server will allow the user to specify the InterBase
server to be used. The following code demonstrates how a client should set the
dpb parameter to attach to a InterBase server running with the InterBase
environment variable set to "c:/interbase"

#include <ibase.h>

char dpb_buffer[256], dpb;

short dpb_length;

char *ib_server = "c:/interbase";
char *str = "employee.ib";
isc_db_handle dbl;
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ISC_STATUS status_vactor[20];

/* construct the dpb, specifing the IB server to attach to */
dpb = dpb_buffer;

*dpb++ = 1sc_dbp_version;

*dpb++ = 1sc_dpb_client_interbase_var;

*dpb++ = strlen(ib_server);

strcpy (dpb, ib_server);

/* set other dpb parameters */

/* set the dpb_length as usual */

dpb_length = dpb - dpb_buffer;

/* finally call isc_attach or create with the dpb parameters */
isc_attach_database(status_vector, strlen(str), str, &dbl, dpb_length,
dpb_buffer);

Automatic rerouting of databases

Once multiple instance of InterBase servers are running on a machine
simultaneously, this feature will allow setups where some database connections
can be re-routed to a different InterBase server. The user will have to manually
start the different instance of InterBase as an application or service.

Server Side setup

In order to setup simultaneous InterBase servers on a machine follow the
instructions specified above. Once these machines are set up, and running, follow
the instructions below to setup and use the DB_ROUTE database table in the
ADMIN.IB.

The structure of the DB_ROUTE table is as follows:
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Table3.1 DB_ROUTE table
Column Name Datatype Length  Description

DB_NAME VARCHAR 1024 Complete name of the database to
be rerouted, including the path of
the database on the server.

e.g. c:/database_dir/employee.ib

SERVICE_NAME VARCHAR 30 Service name to look up in the
services file for the port number to
be re-routed to. The look up takes
place at the server side, the client is
only aware of the port number and
not the service name.

e.g.ib_var_a
ACTIVATE_ROUTE = BOOLEAN Set to true if this re-routing is

active, flase it this re-routing is
disabled.

The service name that is entered in the set DB_ROUTE table must exist in the
services file:

gds_db 3050/tcp #default InterBase port number
ib_var_a 3051/tcp #VAR A’s InterBase port number

Client side settings

No client side settings are required. In order to access the database
database_name.ib located in the directory database_dir. On a remote machine
remote_host accepting connections on a default port number. The database name
specified in the client API or any InterBase driver would be
remote_host:/database_dir/database_name.ib.

In order to setup the database server AGNI so that it can re-route in coming
connections, for the database c:/smistry/employee.ib to an older server running
on port number specified by the service ib_var_a. The ADMIN.IB database on
server AGNI will need the following row of information in DB_ROUTE table.

Table3.2 DB_ROUTE table

DB_ROUTE Column Name Value

DB_NAME c:/database_dir/employee.ib
SERVICE_NAME ib_var_a

ACTIVATE_ROUTE TRUE
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Since the DB_ROUTE is a regular InterBase table in the ADMIN.IB database you
can use regular SQL to enter, modify or remove database re-routing from
information.

Startup parameters

To accommodate multiple instances of InterBase running on the same machine the
InterBase Guardian and Server now have label names as part of their Service
names.

e InterBase 7.5 %Service Name% Guardian, i.e. InterBase 7.5 serverl Guardian
¢ InterBase 7.5 (%Service Name%) Server, i.e. InterBase 7.5 serverl Server
The InterBase Server and Guardian have two new command line arguments:

-1 $INTERBASE_INSTALL_DIR% -p %SERVICE NAME%

(Command line arguments are called start parameters as far as starting the
applications are concerned)

If you write to the Microsoft auto run registry key entry you will need to do the
same to the \Software\Microsoft\Windows\CurrentVersion\Run registry key
setting too.

Currently the registry key is InterBaseGuardian
Change this to InterBaseGuardian%SERVICE NAME%

The value of this registry key is currently
%INTERBASE_INSTALL_DIR%/bin/ibguard -a

Change this to %INTERBASE_INSTALL_DIR%/bin/ibguard -a -i
%INTERBASE_INSTALL_DIR% -p %SERVICE NAME%

SMP support

Important

InterBase provides symmetric multiprocessor (SMP) support for both clients and
servers. Older versions of InterBase ran on SMP systems safely by allowing only a
single processor at a time to execute within the InterBase components. Current
versions of InterBase exploit SMP hardware by running InterBase threads on all
processors simultaneously for increased throughput and performance.

When you purchase a single server license, you acquire the right to use a single
processor. You must purchase one additional license for each additional processor
that you wish to use.
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SMP support

On Windows platforms, the CPU_AFFINITY setting in the ibconfig configuration file
specifies which processors of a multiprocessor system InterBase should use. The
default setting, in effect when CPU_AFFINITY is commented out, is to use as many
processors as licensing permits. See “Expanded processor control:
CPU_AFFINITY” below for how to specify a subset of processors to use.

Expanded processor control: CPU_AFFINITY

On Windows multiprocessor platforms, you can specify which processors
InterBase should use by adding the CPU_AFFINITY parameter to the ibconfig file.
This setting is useful whenever the number of licensed processors is less than the
number of actual processors present.

Note that when you purchase a single server license, you acquire the right to use a
single processor. You must purchase one additional license for each additional
processor that you wish to use.

The CPU_AFFINITY parameter populates a bit vector in which each bit represents a
processor on the system on which the threads are allowed to run. The maximum
number of processors depends on the operating system. To specify which
processors should be used, give CPU_AFFINITY a decimal value that corresponds to
the binary value that results from setting a bit for each desired machine. For
example, to use processors 2 and 3, set CPU_AFFINITY to 6:

CPU_AFFINITY6

To use these processors CPU_AFFINITY value  Array setting

1 1 001
2 2 010
1and 2 3 011
3 4 100
2and 3 6 110
1,2,and 3 7 111

ibconfig parameter: MAX_THREADS

Setting the MAX_THREADS parameter in ibconfig controls the maximum number of
threads that can be active at one time within the InterBase engine. The default
setting is 100:

MAX_THREADS100

This configuration parameter controls the number of active threads in the engine.
The ideal setting for this number depends partly on the nature of the work being
performed by your clients. If you have many clients performing very similar tasks,
you may want to lower the MAX_THREADS setting to reduce contention. On the
other hand, if simultaneous activity is highly diverse, setting this to a higher value
may increase throughput.
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Note that this setting does not affect the maximum possible threads that can be
created by the InterBase server but only the number that can be active in the
engine at one time.

Hyperthreading support on Intel processors

InterBase can support hyperthreading on Intel processors that support logical
processors using Intel’s hyperthreading technology. To enable this support in the
InterBase server, you must make a setting in the InterBase configuration file,
ibconfig. If you are running the InterBase server on a machine with hyperthreaded
processors, edit the ENABLE_HYPERTHREADING parameter in the configuration file.
By default, this parameter is set to zero. Set the value to 1 to allow the InterBase
server to use hyperthreaded processors.

Using InterBase Manager to start and stop InterBase

Note

Options

The InterBase Server and InterBase Guardian must be started before you enable
database connections. On Windows platforms, you can use the InterBase Manager
to start and stop the InterBase Server and Guardian. In previous versions of
InterBase the InterBase Manager is a Windows Control Panel applet. Now the
InterBase Manager is an application installed for each instance of the InterBase
Server installed. To start the InterBase Manager, choose Start | Programs |
<InterBase install directory>. You can use InterBase Manager to do the following:

* Choose the server startup mode: whether to start the InterBase server manually,
or have it start automatically at system boot time

¢ Change the path to the server: if you click the Change option, you can browse
and select a different directory

¢ Change how InterBase Server operates. By default, InterBase runs automatically
as a service on Windows server platforms, though it is possible (but not
recommended) to run it as an application. On Windows non-server platforms,
InterBase runs only as an application.

To start InterBase Server as an application from a command prompt or in a batch
file, invoke InterBase Guardian with the following options:

ibguard -a -p service_name -1 interbase_env_variable

Commands are:
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Table 3.3

Command/option Description

-a Start as application

-1 Environment variable; identifies the Server location for
clients that want to connect locally to the Server

-p Port number; where the service_name is the entry in the
services file pointing to the port number where InterBase
Server listens for connection requests from clients

InterBase Guardian starts the server, and places an icon in the System Tray.

¢ Start InterBase Server and InterBase Guardian, via a Start/Stop button. Click
Start in the InterBase Manager Status area to start InterBase Server (and
InterBase Guardian). The server status changes, and an InterBase Guardian icon
appears in the system tray. Once you have started the InterBase Server, you can
exit InterBase Manager, and both InterBase Server and InterBase Guardian will
continue to run. The InterBase Guardian icon remains in the System Tray until
you stop the server.

¢ Stop InterBase Server and InterBase Guardian, via a Start/Stop button. Click
Stop in the InterBase Manager Status area to stop InterBase Server (and
InterBase Guardian). Or, right-click the InterBase Guardian icon in the System
Tray and choose Shutdown.

Starting and stopping the InterBase Server on UNIX

Syntax

Description

The following sections describe how to start and stop the InterBase server on
UNIX.

Using ibmgr to start and stop the server

The InterBase Server process ibserver runs as a daemon on UNIX systems. Use
ibmgr to start and stop the server process. To use ibmgt, you must be logged on to
the server machine.

ibmgr -command [-option [parameter] ...]

or

ibngr

IBMGR> command [-option [parameter]]

On UNIX, the InterBase server process runs as a daemon. A daemon runs even
when no user is logged in to the console or a terminal on the UNIX system.
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Note

Options

Note

Note

ibmgr is a utility for managing the InterBase server process on UNIX systems. You
must be logged on to the machine on which the server is running to use ibmgr.

The ibmgr32.exe file that is present in older Windows installations is an older client-
side utility whose functions are entirely different than ibmgr on UNIX. The name
is coincidental.

start [-once | -forever] Starts server; the -forever switch causes the
server to restart if it crashes; default is -forever

shut Rolls back current transactions, terminates
client connections, and shuts down server
immediately

show Shows host, port and user

user user_name Supplies SYSDBA

password password Supplies SYSDBA password

help Prints help text

quit Quits prompt mode

Starting the server

To start the InterBase server, log in as the “root” or “interbase” user. (“interbas” is
a synonym for “interbase,” to accommodate operating systems that do not
support nine-character account names.) For example, start InterBase with the
following command:

ibmgr -start -p service_name

Once you have started ibserver using one login, such as “root,” be aware that all
objects created belong to that login. They are not accessible to you if you later start
ibserver as one of the other two (“interbas” or “interbase”). It is highly
recommended to run the InterBase Server as “interbase.” If the -p option is not
specified, the default of gds_db is used.

InterBase Classic uses the inetd process to handle incoming requests. There is no
need to explicitly start the server; inetd forks off a process to handle incoming
requests. Usually, inetd is set up to start automatically.

Stopping the server

For safety, make sure all databases have been disconnected before you stop the
server.

The command switches -user and -password can be used as option switches for
commands like -start or -shut. For example, you can shut down a server in any of
the following ways:

3-12 Operations Guide



Note

Starting and stopping the InterBase Server on UNIX

ibmgr -shut -password password

or

ibngr
IBMGR> shut -password password

or

imbgr
IBMGR> password password
IBMGR> shut

The -shut option rolls back all current transactions and shuts down the server
immediately. If you need to allow clients a grace period to complete work and
detach gracefully, use shutdown methods for individual databases. See “Shutting
down and restarting databases” on page 6-29.

Starting the server automatically

To configure a UNIX server to start the InterBase Server automatically at server
host boot-time, you must install a script that the rc initialization scripts can run.
Refer to /etc/init.d/README for more details on how UNIX runs scripts at boot-
time.

Example initialization script
#!/bin/sh
t ibserver.sh script - Start/stop the InterBase daemon

t Set these environment variables if and only if they are not set.
: ${INTERBASE:=/usr/interbase}

# WARNING: in a real-world installation, you should not put the

# SYSDBA password in a publicly-readable file. To protect it:

t chmod 700 ibserver.sh; chown root ibserver.sh

export INTERBASE

ibserver_start() {

# This example assumes the InterBase server is

# being started as UNIX user 'interbase’.

echo 'SINTERBASE/bin/ibmgr -start -forever' | su interbase
}

ibserver_stop() {

# No need to su.

SINTERBASE/bin/ibmgr -shut -user SYSDBA -password password
}

case $1 in
"start’) ibserver_start ;;
"start_msg’) echo 'InterBase Server starting...\c' ;;
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"stop’) ibserver_stop ;;
"stop_msg’) echo 'InterBase Server stopping...\c' ;;

*) echo 'Usage: $0 { start | stop }' ; exit 1 ;;
esac

exit 0

Example initialization script installation on Solaris
1 Log in as root.
$ su

2 Enter the example script above into the initialization script directory.

# vi /etc/init.d/ibserver.sh

Enter text

S w

for starting and stopping the InterBase server.
t In /etc/init.d/ibserver.sh /etc/rc0.d/K30ibserver
t In /etc/init.d/ibserver.sh /etc/rc2.d/S85ibserver

Example initialization script installation on Linux
1 Log in as root.
$ su

Link the initialization script into the rc directories for the appropriate run levels

2 Enter the Linux example script (given below) into the initialization script

directory.
# cp ibserver.sh /etc/rc.d/init.d/ibserver.sh
# chmod 700 /etc/rc.d/init.d/ibserver.sh

3 Link the initialization script into the rc directories for the appropriate run levels

for starting the InterBase server.
t In -s /etc/rc.d/init.d/ibserver.sh /etc/rc.d/rc0.d/S85ibserver

4 Link the initialization script into the rc directories for the appropriate run levels

for stopping the InterBase server.
# In -s /etc/rc.d/init.d/ibserver.sh /etc/rc.d/rc0.d/K30ibserver

5 Make sure you have host equivalence:
# touch /etc/gds_hosts.equiv
# echo “+" >> /etc/gds_hosts.equiv

6 Make sure you don’t have an inetd entry for InterBase Classic:
# echo -e “/gds_db/s/"/#/\nwq" | ed /etc/inetd.conf
# killall -HUP inetd

Example Linux initialization script

#!/bin/sh

t ibserver.sh script - Start/stop the InterBase daemon

t Set these environment variables if and only if they are not set.
: S{INTERBASE:=/usr/interbase}

# WARNING: in a real-world installation, you should not put the

# SYSDBA password in a publicly-readable file. To protect it:

3-14 Operations Guide



Starting and stopping the InterBase Server on UNIX

# chmod 700 ibserver.sh; chown root ibserver.sh
export INTERBASE

ibserver_start() {
# This example assumes the InterBase server is
# being started as user “interbase”.
su - interbase -c “SINTERBASE/bin/ibmgr -start -forever”
RETVAL=S?
[ SRETVAL -eq 0 ] && touch /var/lock/subsys/ibserver
1

ibserver_stop() {
# No need to su.
SINTERBASE/bin/ibmgr -shut -user SYSDBA -password password
RETVAL=$?
[ SRETVAL -eq 0 ] && rm -f /var/lock/subsys/ibserver
}

if [ ! -d “SINTERBASE” ] ; then
echo “$0: cannot find InterBase installed at SINTERBASE" >&2
exit 1

fi

if [ ! -x “SINTERBASE/bin/ibmgr” ] ; then

echo “$0: cannot find the InterBase SuperServer manager as
SINTERBASE/bin/ibmgr” >&2
if [ ! -x “SINTERBASE/bin/gds_inet_server” ] ; then
echo “$0: this is InterBase Classic; use inetd instead of
ibserver daemon” >&2
fi
exitl
fi

case $1 in
"start’)
ibserver_start ;
echo “InterBase started” ;;
"start_msg’)
echo 'InterBase Server starting...\c' ;;

"stop’)
ibserver_stop ;
echo “InterBase stopped” ;;
"stop_msg’)
echo 'InterBase Server stopping...\c' ;;

'restart’)
ibserver_stop ; ibserver_start
echo “InterBase restarted” ;;
"restart_msg’)
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echo 'InterBase Server restarting...\c' ;;

*) echo “Usage: S0 { start | stop | restart }” ; exit 1 ;;
exit 0
The attachment governor

The InterBase server has an attachment governor that regulates the number of
attachments to the server. Multiply the value of the USERS field in the license file by
four to determine the total number of permitted concurrent attachments.

All successful attempts to create or connect to a database increment the number of
current attachments. Both local and remote connections count toward the
connection limit. Connections are permitted by the governor until the maximum
number of concurrent attachments is reached. All successful attempts to drop or
disconnect from a database decrement the number of current attachments.

Once the maximum number of attachments is reached, the server returns the error
constant isc_max_att_exceeded (defined in ibase.h), which corresponds to the
message:

Maximum user count exceeded. Contact your database administrator.

Using environment variables

This section describes the environment variables that InterBase recognizes. When
defining environment variables, keep these rules in mind:

¢ Environment variables must be in the scope of the ibserver process.

¢ On Windows, define environment variables as system variables in the Windows
Control Panel | System dialog.

* On UNIX, the easiest way to define environment variables is to add their
definitions to the system-wide default shell profile.

ISC_USER and ISC_PASSWORD

If you do not provide a user name and password when you connect to a database
or when you run utilities such as gbak, gstat, and gfix, InterBase looks to see if the
ISC_USER and ISC_PASSWORD environment variables are set; if they are, InterBase
uses that user and password as the InterBase user.

Although setting these environment variables is convenient, do not do so if
security is at all an issue.
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Using environment variables

The INTERBASE environment variables

INTERBASE

The INTERBASE variable is used both during installation and during runtime.
During installation, it defines the path where the InterBase product is installed. If
this path is different from /usr/interbase, all users must have the correct path set at
runtime. During runtime, use the INTERBASE variable to set the InterBase install
directory. The INTERBASE environment variable is used on Windows for local
connections, the INTERBASE environment variable is used by the client to identify
the local instance of InterBase Server to attach to.

INTERBASE_TMP

The INTERBASE_TMP variable can be used to set the location of InterBase’s sort files
on the server. There are other options for defining the location of these files. See
“Configuring sort files” on page 3-18.

INTERBASE_LOCK and INTERBASE_MSG

INTERBASE_LOCK sets the location of the InterBase lock file and INTERBASE_MSG
sets the location of the InterBase message file. These two variables are independent
of each other and can be set to different locations.

IB_PROTOCOL

The IB_PROTOCOL is used to specify which port you want the InterBase Server to
use during runtime. It is also used by the InterBase Manager to identify which
InterBase Server to manage. It is used by the InterBase clients to identify the
instance of InterBase server to connect to.

The environment variables must be in the scope of the ibserver process. On
Windows platforms, define the variables as system variables in the Control Panel |
System | Environment dialog. On UNIX, the easiest way to do this is to add the
variable definition to the system-wide default shell profile.

The TMP environment variable

The TMP environment variable defines where InterBase stores temporary files, if
the INTERBASE_TMP variable is not defined.

UNIX and Linux host equivalence

On UNIX and Linux machines, you must provide a host equivalence for localhost,
since even local connections go through TCP/IP. To do this, place a line in the
etc/hosts file:

127.0.0.1 localhost
If your local machine has additional names, include them in the line:

127.0.0.1 1localhost mymacnine_hame
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Managing temporary files

InterBase creates two types of temporary files: sort files and history list files.

The InterBase server creates sort files when the size of the internal sort buffer isn’t
big enough to perform the sort. Each request (for example, CONNECT or CREATE
DATABASE) gets and shares the same list of temporary file directories. Each request
creates its own temporary files (each has its own I/O file handle). Sort files are
released when sort is finished or the request is released. If space runs out in a
particular directory, InterBase creates a new temporary file in the next directory
from the directory list. If there are no more entries in the directory list, it prints an
error message and stops processing the current request.

The InterBase isql client creates the history list files to keep track of the input
commands. Each instance creates its own temporary files, which can increase in
size until they run out of disk space. Temporary file management is not
synchronized between clients. When a client quits, it releases its temporary files.

Configuring history files

To set the location for history files, define the TMP environment variable on your
client machine. This is the only way to define the location of history files. If you do
not set the location for the history files by defining the TMP environment variable,
an InterBase client uses whatever temporary directory it finds defined for the local
system. If no temporary directory is defined, it uses /tmp on a UNIX system or
C:\temp on a Windows system.

Configuring sort files

You should make sure to have plenty of free space available for temporary sorting
operations. The maximum amount of temporary space InterBase needs might be
larger than the database itself in some cases.

Temporary sort files are always located on the server where the database is hosted;
you should specify temporary directories on disk drives that are physically local to
the server (not on mapped drives or network mounted file systems).

There are two ways to specify directories for sort files:

* You can add an entry to the $INTERBASE/ibconfig file to enable directory and
space definition for sort files. The syntax is:

TMP_DIRECTORY size “pathname”
Important The pathname must be in double quotes, or the config file will fail.

This defines the maximum size in bytes of each sort directory. You can list
several directories, each on its own line with its own size specification and can
specify a directory more than once with different size configurations. InterBase
exhausts the space in each specification before proceeding to the next one.
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For example, if you specify dirl with a size of 5,000,000 bytes, then specify dir2
with 10,000,000 bytes, followed by dir1 with 2,000,000 bytes, InterBase uses dir1
until it reaches the 5,000,000 limit, then uses dir2 until it has filled the 10,000,000
bytes allocated there, and then returns to dirl where it has another 2,000,000
bytes available. Below are the ibconfig entries that describe this configuration:

TMP_DIRECTORY 5000000 “C:\dirl”
TMP_DIRECTORY 10000000 “D:\dir2”
TMP_DIRECTORY 2000000 “C:\dirl”

* You can use the INTERBASE_TMP and TMP environment variables to define the
location.

If you specify temporary directories in ibconfig, the server uses those values for the
sort files and ignores the server environment variable values. If you don’t specify

configuration of temporary directories in ibconfig, then the server picks a location

for a sort file based on the following algorithm:

1 Use the directory defined in INTERBASE_TMP environment variable

2 If INTERBASE_TMP isn’t defined, use directory defined in TMP environment
variable

3 If TMP isn’t defined, default to the /tmp directory (UNIX) or C:\temp (Windows)

Configuring parameters in ibconfig

You specify configuration parameters for InterBase Server by entering their names
and values in the configuration file, ibconfig. Entries are in the form:

parameter <whitespace> value

* parameter is a string that contains no whitespace and names a property of the
server being configured.

¢ value is a number or string that is the configuration of the specified property.

Each line in ibconfig is limited to 80 characters, including the parameter name and
any whitespace.

If you specify a value of zero or less for a parameter, the server ignores the setting
and uses the default value for that parameter. However, there is no upper limit
applied to these parameters.

The server reports the values for each of these parameters in the interbase.log file on
startup.

When a parameter is commented out in the ibconfig file, the server uses the default
value.
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The following is a summary of allowable entries in ibconfig:

Table 3.4 Contents of ibconfig
Parameter

ADMIN_DB

ANY_EVENT_MEM_SIZE

ANY_LOCK_MEM_SIZE

ANY_LOCK_SEM_COUNT

ANY_LOCK_SIGNAL

CPU_AFFINITY

CONNECTION_TIMEOUT

DATABASE_CACHE_PAGES

DEADLOCK_TIMEOUT

DUMMY_PACKET_INTERVAL

Description

* Name of the InterBase security database

* Needed only if the security database is not named
admin.ib

* Must always be in the InterBase home directory

¢ Bytes of shared memory allocated for event
manager

Default is 32768

Bytes of shared memory allocated for lock
manager

Default is 98304

¢ Number of semaphores for interprocess
communication (Classic architecture only)

Default is 32

UNIX signal to use for interprocess
communication (Classic architecture only)

Default is 16

[Windows only] In an SMP system, sets which
processors can be used

Default is all processors (entry is commented out)

Seconds to wait before concluding an attempt to
connect has failed

Default is 180

Server-wide default for the number of database
pages to allocate in memory per database

¢ Can be overridden by clients

* See “Configuring the database cache” on
page 6-23 for more information

Defaults: 2048

Seconds before an ungranted lock causes a scan to
check for deadlocks

Default is 10

¢ Seconds to wait on a silent client connection before
the server sends dummy packets to request
acknowledgment

¢ Default is 60
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Table 3.4 Contents of ibconfig (continued)

Parameter

ENABLE_HYPERTHREADING

EXTERNAL_FILE_DIRECTORY

EXTERNAL_FUNCTION_DIRECTORY

LOCK_ACQUIRE_SPINS

LOCK_HASH_SLOTS

MAX_THREADS

SERVER_CLIENT_MAPPING

SERVER_PRIORITY_CLASS

SERVER_WORKING_SIZE_MAX

Description

* Specifies whether hyperthreading should be
enabled on Intel processors that support logical
processors

¢ Valid values are: 1 (enable) and 0 (disable)

e Defaultis 0

e If your external database files are not in
<interbase_home>/ ext, specify their location here.
For security reasons, do not put other files in this
directory.

¢ If your UDF library is not in
<interbase_home>/UDEF, specify its location here.
For security reasons, do not put other files in this
directory.

Number of spins during a busy wait on the lock
table mutex

Relevant only on SMP machines
Defaultis 0

e Tune lock hash list; more hash slots means shorter
hash chains

Not necessary except under very high load
¢ Prime number values are recommended
Default is 101

Controls the maximum number of threads that
can be active at one time within the InterBase
engine

Default is 100w

Size in bytes of one client’s portion of the memory
mapped file used for interprocess communication

Default is 4096

Priority of the InterBase service on Windows
server platforms

The value 1 is low priority, 2 is high priority
Relevant only on Windows server platforms
Default is 1

Threshold above which the OS is requested to
swap out all memory

¢ Relevant only on Windows server platforms
® Default is 0 (system-determined)
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Table 3.4 Contents of ibconfig (continued)

Parameter

SERVER_WORKING_SIZE_MIN

SWEEP_QUANTUM

SWEEP_YIELD_TIME

TMP_DIRECTORY

USER_QUANTUM

V4_EVENT_MEMSIZE

V4_LOCK_GRANT_ORDER

Description

¢ Threshold below which the OS is requested to
swap out no memory

* Relevant only on Windows server platforms
* Default is 0 (system-determined)

¢ Maximum number of records that a garbage
collector thread or a sweeper thread is allowed to
work before yielding control back to the worker
threads

e If you increase SWEEP_QUANTUM, consider
increasing SWEEP_YIELD_TIME also

Default is 10

Time in milliseconds the sweeper or garbage
collector thread sleeps

Does not affect worker threads

If you increase SWEEP_YIELD_TIME, consider
increasing SWEEP_QUANTUM also

Default is 1 millisecond

Directory to use for storing temporary files

* Specify number of bytes available in the directory
and the path of the directory

List multiple entries one per line; each directory is
used according to the order specified

Default is the value of the INTERBASE_TMP
environment variable; otherwise /fmp on UNIX or
C:\temp on Windows

Maximum number of records that a worker
thread (thread running an user query) is allowed
to work before yielding control back to other
threads

Default is 250

Bytes of shared memory allocated for event
manager

Default is 32768
Overridden by ANY_EVENT_MEMSIZE

1 means locks are granted first come, first served

0 means emulate InterBase V3.3 behavior, where
locks are granted as soon as they are available; can
result in lock request starvation

e Defaultis 1
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Table 3.4 Contents of ibconfig (continued)

Parameter

V4_LOCK_MEM_SIZE

V4_LOCK_SEM_COUNT

V4_LOCK_SIGNAL

V4_SOLARIS_STALL_VALUE

Description

* Bytes of shared memory allocated for lock
manager

e Default is 98304
* Overridden by ANY_LOCK_MEM_SIZE

¢ Number of semaphores for interprocess
communication (Classic architecture only)

e Default is 32
¢ Overridden by ANY_LOCK_SEM_COUNT

¢ UNIX signal to use for interprocess
communication (Classic architecture only)

e Defaultis 16
¢ Overridden by ANY_LOCK_SIGNAL

e Number of seconds a server process waits before
retrying for the lock table mutex

* Relevant on Solaris only
e Default is 60

Viewing the server log file

InterBase Server logs diagnostic messages in the file interbase.log in the InterBase
install directory. Any messages generated by ibserver are sent to this file. This can
be an important source of diagnostic information if your server is having

configuration problems.

Refer to the Language Reference for a list of error messages that can appear in this

file.

IBConsole displays this log file in a standard text display window. To display the

Server Log dialog:

* Select a server and expand it if it is not already expanded, click Server Log and
then double-click View Logfile in the Work pane.

¢ Right-click a server in the Tree pane and choose View Logfile from the context

menu.

¢ Select a server and then choose View Logfile from the Server menu.
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Figure 3.1  Server Log dialog

=]
File Edit
H 3B’ -
Service started at 11/14/2002 11:01:26 AM ﬂ
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INET/inet_error: read errno = 10058
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NGYEN-NT [3erver) Thu Zep 26 11:05:15 2002
Server: setting IWEEP_QUANTUM to 20, U3ER_QUANTUM te 200 an _
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The standard text display window enables you to search for specific text, save the
text to a file, and print the text. For an explanation of how to use the standard text
display window, see “Standard text display window” on page 2-7.
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This chapter details issues with configuring InterBase in a networked
client/server environment. Topics include network protocols supported by
InterBase, remote connection specifiers, and network troubleshooting tips.

Network protocols

InterBase supports TCP/IP for all combinations of client and server platforms.
Additionally, InterBase supports NetBEUI on Windows server platforms and for
all Windows clients, and a local connection mode (involving interprocess
communication but no network interface) for Windows clients.

InterBase is designed to allow clients running one operating system to access an
InterBase server that is running on a different platform and operating system than
the client.

In the following table, Windows non-server platforms are Windows NT, 2000, and
XP Pro. Windows non-server platforms are Windows 98SE, ME, and XP Home.

Table 4.1 Matrix of connection supported protocols

InterBase server platform

Windows Windows
Client platform non-server server UNIX

Windows non-server TCP/1P, Local TCP/IP, NetBEUI TCP/IP

Windows server TCP/IP TCP/IP, NetBEUI, TCP/IP
Local
UNIX/Linux TCP/IP TCP/IP TCP/IP
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Connecting to servers and databases

Before performing any database administration tasks, you must first register and
log in to a server. Once you log in, you can register and connect to databases
residing on the server. You can switch context from one connected database to
another by selecting the desired database from the IBConsole Tree pane. The
selected database in the Tree pane is referred to as the current database. The selected
server or the server where the current database resides is referred to as the current
server.

Registering a server

You can access the Register Server and Connect dialog in IBConsole by one of the
following methods:

® Choose Server | Register or click the Register Server toolbar button.
* Double-click InterBase Servers in the Tree pane.

¢ Right-click InterBase Servers or any server in the Tree pane and choose Register
from the context menu.

Figure 4.1  Register Server and Connect dialog

.'E! Register Server and Connect EHE

— Server Information

€ Lazal Sener (Gl ]
Server Mame: Metwork. Praotocal:
| |
Aliaz Mame:
Description:

¥ Save Alias Information

r— Login Information

User Mame: I

Password: I

Ok I Lancel |

To register a local or remote server
1 Select either the Local Server option or the Remote Server option.

2 If you choose Local Server, the Server Name, Network Protocol and Alias Name
information is not required. These text fields are disabled. You can proceed to
step 5.
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If you choose Remote Server, type the name of the server in the Server Name
text field, select a network protocol from the drop-down list, and enter a server
alias name in the Alias Name text field. Check the Save Alias Information check
box if you wish to save the server alias name in the windows registry.

The InterBase server name is the name of the database server machine. There is
not a specific name for the InterBase server process itself. For example, if the
server is running on the NT server “venus”, you enter this name in the Server
Name text field.

The network protocol you select can be TCP/IP on any platform. On Windows,
it can also be NetBEUI or local. Protocols are valid only when they are
supported by both the client and the server.

Optionally, enter a description name for the server.

At this point you can choose to just register the server (without logging in) or
you can choose to register and connect to the server simultaneously.

¢ If you want to just register the server you can ignore the Login Information
and click OK.

¢ If you want to register and connect to the server simultaneously, enter a
username and password in the corresponding text fields and click OK.

The usernames and passwords must be the InterBase usernames and passwords
stored in the InterBase security database (admin.ib by default) on the server.

Once a server is registered, IBConsole displays it in the Tree pane.

Logging in to a server

You can access the Server Login dialog in IBConsole by one of the following
methods:

In the Tree pane, select a registered server that is not already logged in. Choose
Server | Login or double-click Login in the Work pane.

In the Tree pane, double-click a registered server that is not already logged in.

In the Tree pane, right-click a registered server that is not already logged in and
choose Login from the context menu.
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Important

The Server Login dialog appears:
Figure 4.2  Server Login dialog

[ server Login ;. 2%l

Server Local Server

User Mame: I

Password: I

[~ Save password Login I Lancel |

To log in to a server
1 Verify that the server displayed in the Server field is correct.

2 Enter a username and password in the corresponding text fields. For
convenience, IBConsole defaults the UserName text field to the last username
that was used to log in (successfully or unsuccessfully).

The usernames and passwords must be the InterBase usernames and passwords
that are stored in the InterBase security database (admin.ib by default) on the
server.

The username is significant to 31 characters and is not case-sensitive. The
password is significant to eight characters and is case-sensitive.

All users must enter their username and password to log in to a server. The
username and password are verified against records in the security database. If
a matching record is found, the login succeeds.

3 Click Login to log in to the server.

Initially, every server has only one authorized user with username SYSDBA. The
SYSDBA must log on and add other authorized users. For more information about
how to add new users, see “User administration with IBConsole” on page 5-9.

Logging out from a server

Logging out from a server automatically disconnects all databases but does not
un-register any databases on the server.

You can log out from a server in IBConsole by one of the following methods:

® Select a connected server in the Tree pane (you can also select any branch under
the desired server hierarchy) and choose Server | Logout.

¢ Select a connected server in the Tree pane and double-click Logout in the Work
pane.

* Right-click a connected server in the Tree pane and choose Logout from the
context menu.
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Connecting to servers and databases
A confirmation dialog asks you to confirm that you wish to close the connection to

the selected server. Click Yes if you want to log out from the server, otherwise click
No.

Unregistering a server

You can unregister a disconnected server in IBConsole by one of the following
methods:

¢ Select a server in the Tree pane and choose Server | Un-register or click the
Unregister Server toolbar button

* Select a server in the Tree pane and double-click Un-register Server in the Work
pane.

* Right-click a server in the Tree pane and choose Un-register from the context
menu.

A confirmation dialog asks you to confirm that you wish to un-register the
selected server. Click Yes if you want to un-register the server, otherwise click No.

Un-registering a server removes that server from the Tree pane and automatically
logs you out of the current server as well as disconnects and un-registers any
databases on the server.

Registering a database

You can access the Register Database and Connect dialog in IBConsole by one of
the following methods:

¢ Choose Database | Register.

* Expand a connected server branch. Right-click Databases in the Tree pane and
choose Register from the context menu.

* Select a disconnected database in the Tree pane and double-click Register in the
work pane, or right-click the database and choose Register from the context
menu.

The Register Database and Connect dialog appears:
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Figure 4.3 Register Database and Connect dialog
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File:
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Password:
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To register a database
1 Make sure the server displayed in the Server field is correct.

2 Enter the database filename, including the path where the file is located, in the
File text field. For databases that reside on the local server, you also have the
option of clicking the Browse button | ] to locate the file you want. The Browse
button is disabled for all remote servers.

3 Type an alias name for the database in the Alias Name text field. This is the
name that will appear in the IBConsole window. If you omit this step, the alias
defaults to the filename that you select in step 2.

4 Check the Save Alias Information check box if you wish to permanently register
the database. This saves the database alias name in the Windows registry.

5 At this point you can choose to just register the database without connecting, or
you can choose to register and connect to the database simultaneously.

If you only want to register the database, ignore the Login Information and click
OK.

6 If you want to register and connect a database simultaneously, type the
username, password and optional role and default character set for the
database in the corresponding text fields and click OK.

4-6 Operations Guide



Connecting to servers and databases

If you want to connect using a role, specify the role in the Role text field. This is
optional. Connecting using a role gives you all privileges that have been
assigned to that role, assuming that you have previously been granted that role
with the GRANT statement. For more information on roles, refer to “SQL roles”
on page 5-7.

Once you register a database, it appears in the Tree pane.

Connecting to a database

IBConsole provides two methods for connecting to a database. The first method is
a quick connect using the username and password that were supplied with the
login to the server to instantaneously connect the database. The second method
allows you to connect to the database using a different username and password by
accessing the Database Connect dialog.

Connect

If you want to perform an automatic connect, using the username and password
supplied for the server login to instantaneously connect the database, you can do
so by one of the following methods:

® Select a disconnected database in the Tree pane. Choose Database | Connect,
choose Connect in the Work pane, or click on the Database Connect toolbar
button.

¢ Right-click a disconnected database in the Tree pane and choose Connect from
the context menu.

¢ Double-click a disconnected database in the Tree pane.
Once you connect to a database, the database tree expands to display the database
hierarchy.

Connect as

If you want to access the Connect Database dialog in IBConsole to connect to the
database using a different username and password from that which was supplied
in the server login, you can do so by one of the following methods:

* Select a disconnected database in the Tree pane. Choose Database | Connect As
or choose Connect As in the Work pane.

¢ Right-click a disconnected database in the Tree pane and choose Connect As
from the context menu. This displays the Database Connect dialog box:

Chapter 4 Network Configuration 4-7



Connecting to servers and databases

[ patabase Connect : i 2 x|

Databaze: employes.gdb

User Mame: I

Password: I

Role: Id

[~ Case sensitive rale name

Client Dialect: I 3 j

Character Set I j

Connect I Lancel |

To connect to a database
1 Verify that the database displayed in the Database field is correct.

2 Type the username and password for the database in the corresponding User
Name and Password text fields.

3 If you want to connect as a role, specify the role in the Role text field. This is
optional. Connecting as a role gives you all privileges that have been assigned
to that role, assuming that you have previously been granted that role with the
GRANT statement. Once you have typed a character in the Role field, the Case
Sensitive Role Name field becomes active. Check this box if you want the server
to consider case in the role name. Role names are case insensitive by default.

For more information on roles, refer to “SQL roles” on page 5-7

4 Select the SQL Client dialect. The dialect for the database connection will
default to the lower value of the client or server. For more information on SQL
dialects, refer to “Understanding SQL Dialects” in the migration appendix of
the InterBase Operations Guide.

5 Optionally, you can choose a character set to use. If you do not specify one here,
the server uses the default set that was specified at creation time.

6 Click Connect.

Once you connect to a database, the database tree expands to display the database
hierarchy.

Disconnecting a database

You can disconnect a database in IBConsole by one of the following methods:

* Select a connected database in the Tree pane (you can also select any branch
under the desired database hierarchy) and choose Database | Disconnect or click
the Disconnect Database toolbar button
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® Select a connected database in the Tree pane and double-click Disconnect in the
Work pane.

¢ Right-click a connected database in the Tree pane and choose Disconnect from
the context menu.

A confirmation dialog asks you to confirm that you wish to close the connection to
the selected database. Click OK if you want to disconnect the database, otherwise
click Cancel.

Unregistering a database

Un-registering a database automatically disconnects the current database and
removes it from the Tree pane.

You can unregister a disconnected database in IBConsole by one of the following
methods:

® Select a database in the Tree pane (you can also select any branch under the
desired database hierarchy) and choose Database | Un-register.

¢ Select a database in the Tree pane and double-click Un-register in the Work
pane.

¢ Right-click a database in the Tree pane and choose Un-register from the context
menu.

A confirmation dialog asks you to confirm that you wish to un-register the
database. Click Yes if you want to un-register the database, otherwise click No.

Connection-specific examples

Here are some examples of connecting to databases on various types of servers.

¢ For a Windows server, the database path name must contain the appropriate
drive letter designation. For example, to connect to a local database:

D:\users\accting\fin\accred.ib

¢ To connect to a database on a remote server using the TCP/IP protocol:
ntserver:D:\users\accting\fin\accred.ib

* To connect via NetBEUI (Windows server platforms only), use UNC notation:
\\ntserver\D:\users\accting\fin\accred.ib

¢ For a UNIX or Linux server, you must enter the complete and absolute directory
path for the database. For example:

server:/usr/accting/fin/accred.ib
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Connection troubleshooting

This section describes some troubleshooting guidelines for issues related to
network configuration and client/server connections. If you are having trouble
connecting client to server over a network, use the steps listed below to diagnose
the cause. On Windows, you can perform some of these tests using the
Communications Diagnostic dialog. See “Communication diagnostics” on

page 4-15 for more information.

Connection refused errors

If the client fails to reach the server host at all, or the gds_db service fails to answer,
you might get a “connection refused” error. Below is a checklist that you can use to
diagnose the source of this error.

Is there low-level network access between the client and server?

You can quickly test whether the client cannot reach the server because of a
physically disconnected network or improper network software configuration, by
using the ping command. Usage is:

ping servername

Error messages from ping indicate that there is a network problem. Check that the
network is plugged in, that the network wires are not damaged, and that the client
and server software is properly configured.

Test connectivity from the client in question to another server; if it succeeds, this
could rule out improper network configuration on the client.

Test connectivity from another client to the InterBase server host; if it succeeds,
this could rule out improper network configuration on the server.

Can the client resolve the server’s hostname?

InterBase clients must specify the server by name, not by IP address, except in
some Linux distributions. Therefore, the client must be able to resolve the server’s
hostname. For TCP/IP, this is done either by maintaining a hosts file on the client
with the mappings of hostnames to IP addresses, or by the client querying a DNS
server or WINS server to resolve this mapping. Make sure the name server has a
correct entry for the server host in question.

Is the server behind a firewall?

If the database server is behind a software or hardware firewall, all network traffic
could be restricted and the client might not be able to reach the server at all. Some
firewalls permit or restrict traffic based on the port to which the client attempts to
connect. Because of this, it is not conclusive whether a given service can reach the
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server. Neither is it an indication of connectivity if the client can resolve the IP
address; that merely indicates that the client can reach a name server that resolves
the InterBase server host’s name.

If the client is separated from the server by a firewall, the client cannot connect.

Are the client and server on different subnets?

NetBEUI cannot route network traffic between subnets. Other protocols can also
be configured to restrict traffic between subnets. If the client and server are on a
complex network with multiple subnets, ask your network administrator if the
network configuration allows you to route network traffic between the client and
server in question using a given protocol.

Can you connect to a database locally?
To confirm that the ibserver process is running on the server and able to attach to
your database, try a local database connection:

1 Log in to the console of the database server host, and run an application such as
command-line isql.

2 Attempt to connect to a database without specifying a hostname: list just the
path.

The Communications Diagnostic dialog also has a local database attachment test.
See “DB Connection tab” on page 4-16 for details.

Note Local connection mode is not available on UNIX servers.

Can you connect to a database loopback?

You can simulate a client/server connection and test the server’s configuration
without the additional variable of the client configuration and intervening
network by connecting in a loopback mode.

1 Log in to the console of the database server host and run an application such as
command-line isql or InterBase IBConsole ISQL.

2 Attempt to connect to the database using a remote connection specification,
even though the server named is also the client host.

Whether this test fails or succeeds, it helps to narrow the focus of further
diagnostic tests. If it fails, you can infer that the server’s configuration is at fault. If
it succeeds, you can infer that the server is not at fault and you can concentrate
further tests on the client.

Is the server listening on the InterBase port?
If the ibserver process on the server has not started, there is no answer to attempts
to connect to the gds_db service (port 3050).

Start the ibserver process on the server. Use ibmgr -start on UNIX, or the InterBase
Manager on Windows. See Chapter 3, “Server Configuration.”
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Is the services file configured on client and server?

The services file must have correct entries to indicate the port number associated
with the named service gds_db. This configuration must be accessible on the client
as well as the server.

gds_db 3050/tcp # InterBase Server
This file is found in the following locations:

Windows server platforms: C:\WINNT \system32\drivers\etc\services.
On Windows non-server platforms: C:\windows\services.
On UNIX: /etc/services.

In a UNIX environment with NIS, the NIS server can be configured to supply the
services file to all NIS clients on UNIX workstations.

Connection rejected errors

If the client reaches the server host and the gds_db service answers but you still
cannot attach to a database, it can result in a “connection rejected” error. Below is a
checklist that you can use to diagnose the source of this error.

Did you get the correct path to the database?
Verify that you supplied the correct path to the database file. Keep in mind:

¢ On NT/2000, you must supply the drive letter with the path.
* On UNIX, paths are case-sensitive.

¢ Slash (/") vs. backslash (“\”) does not matter, unless you need to use double-
backslashes in string literals in C or C++ code.

Is UNIX host equivalence established?
To use the UNIX user-equivalence feature, there must be a trusted host relationship
between the client and the server. See “Users on UNIX” on page 5-2.

Is the database on a networked file system?

A database file must not reside on an NFS file system or a mapped drive. When
the ibserver process finds such a case, it either denies the connection or passes the
connection request on to the InterBase service running on the file server. See
“Networked file systems” on page 6-5 for more details.

To correct this situation, move your database to a file system on a hard disk that is
physically local to the database server.

Are the user and password valid?

The client application must use a valid user and password combination that
matches an entry in the InterBase security database (admin.ib by default).
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Does the server have permissions on the database file?

The ibserver process must have permission to read and write the database file at
the operating system level. Check the permissions on the database file, and the uid
of the ibserver process. (On UNIX, you have the option of running ibserver as
user interbase, a non-superuser uid.)

The the InterBase security database (admin.ib by default) that contains users and
passwords must also be writable by the ibserver process.

Does the server have permissions to create files in

the InterBase install directory?

The ibserver process must have write permission in the InterBase directory (by
default, /usr/interbase on UNIX, C:\Program Files\ Borland\InterBase on Windows).
The server process must be able to write to, and perhaps create, the interbase.log file
and other temporary files.

Disabling automatic Internet dialup

Microsoft Windows operating systems offer a networking feature that is
convenient for users who use a modem to connect to the Internet: any TCP/IP
request that occurs on the system activates an automatic modem dialing program.
This is helpful for users who want to connect quickly as they launch a web
browser or email client application.

This convenience feature is unnecessary on systems that use a client/server
application to access an InterBase server on a local network. The TCP/IP service
request that the client invokes triggers the Windows automatic modem dialer. This
interferes with quick network connections from client to server.

This section describes several methods to suppress the automatic modem dial
feature of Windows operating systems. No more than one of these methods should
be necessary to accomplish the networking configuration you need.

Reorder network adapter bindings

You probably have a dialup adapter and an ethernet adapter for your local
network. On Windows, you can reverse the bindings order for your two adapters
to force the ethernet adapter service the TCP/IP request before the dialup adapter
tries. You can do this in the Control Panel by choosing Networking | Bindings |

All Adapters | Move Down.

The local ethernet adapter satisfies TCP/IP requests it can, and those requests that
can't be done locally—such as Internet requests—are passed on to the next adapter
in the list, the dialup adapter.

Disabling autodial in the registry
Perform the following:

1 Start the registry editor with regedit.exe
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2 Move to the registry key HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\
CurrentVersion\Internet Settings: EnableAutoDial

3 Change the value from 0 to 1

Preventing RAS from dialing out for local network activity
Perform the following if you are using Windows NT RAS:

1 Start the registry editor, with regedit.exe

2 Move to the registry key HKEY_CURRENT_USER\Software\Microsoft\RAS Autodiall
Addresses

A better way to view these is to type rasautou -s from the command prompt

3 In the subkeys look for the local address and name; select the key and select
Delete from the Edit menu

4 Close the registry editor

You might also wish to add addresses to the disabled list:

5 Start the registry editor with regedt32.exe, not regedit.exe

6 Move to the registry key HKEY_CURRENT_USER\Software\Microsoft\RAS Autodial\Control

7 Double click Disabled Addresses and add the address on a new line; click OK
when you are finished

8 Close the registry editor

You must reboot the machine in both of the above cases.

Other errors

Unknown Win32 error 10061

This error is often associated with a missing server-access license for the InterBase
software on the server host. Make sure you have licensed InterBase server to allow
clients to connect from the network.

Unable to complete network request to host

This error occurs in cases when the InterBase client cannot establish a network
connection to the server host. This can occur for a variety of reasons. Below is a list
of common causes:

¢ The BDE Administrator requires that you specify the InterBase connect string in
the SERVER NAME alias property. You must use this property and must not use the
pATH alias property, or else you receive the network error message.

* The InterBase client attempts to translate the server portion of your connect
string to an IP address, by calling gethostbyname (). If you supplied an IP address,
gethostbyname () is likely to fail to resolve it. Some modern TCP/IP drivers—
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including Winsock 2 and Linux TCP /IP—do resolve strings that look like IP
addresses. If you are on Windows, specify hosts by name, or else upgrade your
TCP/IP driver to Winsock 2.

¢ The InterBase client must look up the InterBase network service by name. If the
client doesn’t find the entry for gds_db in the services file, it might fail to
connect to the server, and give the network error. You can create the entry in the
services file manually, or reinstall InterBase to perform this task.

¢ The server you specify must be running on the network that you use. If the
hostname corresponds to a host that is inaccessible because of network
interruption, or the host is not running, then the connection request fails with
the network error.

* The syntax of the InterBase connect string determines the network protocol the
client uses to connect to the server host (see “Connection-specific examples” on
page 4-9). Different server platforms support different subsets of network
protocols. If your server does not support the protocol indicated by your
connect string, the connection attempt fails with the network error. For
example, the NetBEUI connection syntax (\ \server\C:\path\database.ib) works
only if your server is a windows NT, 2000, or XP server. The syntax does not
work if your server is running UNIX or Linux.

* A network connection request succeeds only if the InterBase server is installed
and active on the server host, and that the InterBase server is licensed to receive
remote connection requests. If there is no process listening for connection
requests, the client’s connection requests with the network error. You should
check that the InterBase server is installed on the server, that it is running, and
that the license includes the Server capability.

Communication diagnostics

Network configuration of a client/server system involves several different
software and hardware layers and proper configuration of each of these layers.
When one or more layers are misconfigured, it is not always evident where the
problem lies. InterBase Communication diagnostics helps to identify the source of
the problem by testing each layer progressively for existing or potential network
problems.

You can access the Communication Diagnostics dialog by one of the following
methods:

® Select a disconnected server in the Tree pane. Choose Server | Diagnose
Connection.

* Right-click InterBase Servers or any disconnected server in the Tree pane and
choose Diagnose Connection from the context menu.

* Select a disconnected server from the Tree pane and double-click Diagnose
Connection in the Work pane.
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There are four types of diagnostics that you can perform. The Communications
Diagnostics dialog has separate tabs for each diagnostic type.

DB Connection tab

This test lets you connect to an InterBase database using the InterBase client
libraries. It is the most basic test of InterBase operation and is generally used only
after confirmation that the underlying network is working correctly.

Figure 4.4 Communications dialog: DB Connection
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To run a DB Connection test

1
2

4-16 Operatio

Select either the Local Server option or the Remote Server option.

If you choose Local Server, the Server Name and Network Protocol information
is not required. These text fields are disabled. You can proceed to step 5.

If you choose Remote Server, type the name of the server in the Server Name
text field.

The InterBase server name is the name of the database server machine. There is
not a specific name for the InterBase server process itself. For example, if the
server is running on the NT server “venus”, you enter this name in the Server
Name text field.

If you choose Remote Server, select a network protocol from the drop-down list:
either TCP/IP, NetBEUI, named pipe, or local. Protocols are valid only when
they are supported by both the client and the server.

Enter the database filename, including the path where file is located, in the
Database text field. If you selected the Local Server option in step 1 you can also
click the browse button || to locate the file you want. If you selected the
Remote Server option, however the browse button is disabled.
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6 Type the username and password for the database in the corresponding
User Name and Password text fields.

7 Click Test to display the results of the connectivity test in the Results text area.

Sample output (local connection)

Attempting to attach to:
C:\Program Files\Borland\InterBase\examples\Database\employee.gdb
Attaching ...Passed!
Detaching ...Passed!

InterBase Communication Test Passed!

TCP/IP tab

Use this property sheet to test Winsock TCP/IP connectivity.

Figure 4.5 Communications dialog: TCP/IP
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To run a winsock TCP/IP connectivity test
1 Enter either a network host name or IP address in the Host text field.

2 Select a service name or number from the dropdown Service list. Possible
service selections are: 21, Ping, 3050, ftp, gds_db.

Select Ping from the Service dropdown list to display a summary of round-trip
times and packet loss statistics.

3 Click Test to display the results of the connectivity test in the Results text area.

Sample results (ftp)
Initialized Winsock.

Attempting connection to DBSERVE.
Socket for connection obtained.
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Found service ‘FTP’ at port ‘21'.
Connection established to host ‘DBSERVE’ on port 21.

TCP/IP Communication Test Passed!

Sample results (ping)
Pinging DBSERVE [200.34.4.5] with 32 bytes of data.

Reply from 200.34.4.5: bytes=32 time=Ims TTL=128
Reply from 200.34.4.5: bytes=32 time=Ims TTL=128
Reply from 200.34.4.5: bytes=32 time=Ims TTL=128
Reply from 200.34.4.5: bytes=32 time=0Oms TTL=128

Ping statistics for 200.34.4.5:
Packets: Send = 4, Received = 4, Lost = 0 (0%),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Ims, Average = (ms

Table 4.2 Using Communication Diagnostics to diagnose connection problems
If the error message is Then check

Failed to find named port Your services file to be sure there is an entry for gds_db in
the form: gds_db 3050/tcp

Failed to connect to host * Hostname, port 3050

e The InterBase Server to make sure it is installed
properly, is running, and is configured for TCP/IP

Failed to resolve hosthname ¢ Hostname

* Your hosts file or DNS to be sure it has an entry for the
server

¢ That you used a hostname and not an IP address

Unavailable database Whether the InterBase server is running; the server must
be running before attempting a database connection

NetBEUI tab

NetBEUI is supported on all Windows clients, but only Windows server platforms
support NetBEUI as a server.
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Use this property sheet to test NetBEUI connectivity between the client and the
server.

Figure 4.6 Communications dialog: NetBEUI
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To run a NetBEUI connectivity test

1 Select a Windows server on which InterBase has been installed from the Server
Name drop-down list. If the desired server does not exist in this list, you can
type the server name in the edit portion of the drop-down list.

2 Click Test to display the results of the connectivity test in the Results text area.

Sample output (NetBEUI connection)

Attempting to attach to DBSERVE using

the following named pipe:
\\dbserve\pipe\interbas\server\qds.db.

NetBEUI Communication Test Passed!

The connection may fail if a Microsoft Windows network is not the default
network for the client. You should also be logged into the Windows network with
a valid user name and password.
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InterBase provides several methods for configuring and enforcing security by
controlling how a database is accessed and used. Server security enables you to:

* Add a user to the security database

* Delete a user from the security database

* Modify user information in the security database
¢ Display a list of users in the security database

* Embed user authentication

¢ Create database alias

* Delete a database alias

¢ Display a list of all database alias

This chapter gives an overview of these options. The user administration tools are
covered here, but SQL statements for configuring privileges are in other InterBase
books; these passages are referenced where appropriate.

Security model

Security for InterBase relies on a central security database for each server host.
This database, admin.ib by default, contains a record for each legitimate user who
has permission to connect to databases and InterBase services on that host. Each
record includes the user login name and the associated encrypted password. The
entries in this security database apply to all databases on that server host.

The username is significant to 31 characters and is not case sensitive. Password is
significant to eight characters and is case sensitive.
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Important

Before performing any database administration tasks, you must first log in to a
server. Once you log in to a server, you can then connect to databases residing on
the server.

All users must enter their username and password to log in to a server. The
password is encrypted for transmission over the network. The username and
password are verified against records in the security database. If a matching
record is found, the login succeeds.

The SYSDBA user

Every InterBase server has a SYSDBA user, with default password masterkey. SYSDBA
is a special user account that can bypass normal SQL security and perform tasks
such as database backups and shutdowns.

Initially, SYSDBA is the only authorized user on a server; the SYSDBA must
authorize all other users on the server. Only the SYSDBA user can update the
security database to add, delete, or modify user configurations. SYSDBA can use
either gsec or IBConsole to authorize a new user by assigning a username and
password in the security database.

We strongly recommend you change the password for SYSDBA as soon as possible
after installing InterBase. If you do not alter the SYSDBA password, unauthorized
users have easy access and none of your databases are secure.

Other users

The SYSDBA account can create other users on a per-server basis. Use gsec or
IBConsole to create, modify, or remove users from the InterBase security database.
These users are authorized to connect to any database on that database server host.
It is a common design strategy to create a distinct InterBase user for each person
who uses the databases on your server. However, other strategies are also
legitimate. For example:

¢ Create one InterBase user for an entire group of people to use, in order to
simplify password administration. For example, a user FINANCE could satisfy
the access needs for any and all staff in a financial analysis team. This team only
needs to remember one password between them.

¢ Create one InterBase user for a group of people to use, as warranted by
requirements of distinct privilege configurations. For example, if Erin and
Manuel have identical access to the data within a database, they could use the
same InterBase user account.

Users on UNIX

If both the client and the server are running UNIX, you can allow UNIX
usernames access to databases by configuring the server host to treat the client
host as a trusted host.
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To establish a trusted host relationship between two hosts, add an entry in /etc/
hosts.equiv or /etc/gds_hosts.equiv on the server. The former file establishes trusted
host status for any service (for example, rlogin, rsh, and rcp); the latter file
establishes trusted host status for InterBase client/server connections only. The
format of entries in both files is identical; see your operating system
documentation on hosts.equiv for details.

The login of the client user must exist on the server. In addition to the hosts.equiv
method of establishing a trusted host, the you can also use the .rhosts file in the
home directory of the account on the server that matches the account on the client.

The InterBase client library defaults to using the current client’s UNIX login as the
InterBase login only when the client specifies no username through any of the
following methods:

* Database parameter buffer (dpb) parameters—see the API Guide
¢ Command-line options—for example, -user options of isql or another utility
¢ Environment variables—see “ISC_USER and ISC_PASSWORD” on page 3-16.

Notes

¢ This feature is not implemented on Windows servers, because Windows does
not implement a trusted host mechanism as UNIX does.

* Windows clients cannot be treated as trusted hosts by UNIX servers.

The InterBase security database

Note

The InterBase server stores the names and passwords of its authorized users in a
special security database that resides in the InterBase home directory. By default, it
is named admin.ib.

You can use another name for the security database if you wish. If you change this
name, you must add an entry to the ibconfig file, setting ADMIN_DB to the new name.

ADMIN_DB newname.1b

In older versions of InterBase, the security database was named isc4.gdb. Because
files with a gdb extension automatically get backed up whenever they are touched
in some versions of Windows XP and ME, using this extension degrades database
performance. Therefore, InterBase recommends using a different extension for
database names.

Every user of an InterBase server requires an entry in the InterBase security
database. The gsec security utility lets you display, add, modify, or delete
information in the security database. IBConsole provides a graphical interface for
the same functionality. The following table describes the contents of the security
database:
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Table 5.1 Format of the InterBase security database
Column Required? Description

User name Yes The name that the user supplies when logging in;
maximum length is 31 characters

Password Yes The user’s password
¢ Case sensitive
¢ Only the first eight characters are significant
* Maximum length: 32 characters.

UID No An integer that specifies a user ID
GID No An integer that specifies a group ID
Full name No User’s real name (as opposed to login name)

Embedded database user authentication

Embedded user authentication stores username/password accounts in the
database. This overrides the server-wide admin.ib for user authentication. Only
the database owner is allowed to administer embedded user authentication
against a database. A normal user may alter the password for their user account.

There are some issues to be aware of. Although embedded user authentication is
under backup/restore, users’ passwords may be restored to a prior state after a
database restore if they changed their passwords subsequent to the last backup. It
is possible for users to be locked out if they forget their passwords. The database
owner can always reset passwords for those users.

It is not required to have a SYSDBA user account under embedded user
authentication but neither is it prohibited. If there is a SYSDBA account, it has all
the privileges for the database in which it is embedded, but no other database, that
a SYSDBA for admin.ib would have. One exception is that the SYSDBA cannot
maintain the embedded user authentication admin control for an embedded user
authentication created by another user. The database owner maintains this
privilege.

gsec has a new option, -user_database [database_name], which allows that tool to
maintain user accounts for embedded user authentication enabled databases.
However, dynamic SQL has been added to offer a more convenient way of
accomplishing the same procedure. Currently embedded user authentication DDL
has not been added to gpre.
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System table security

InterBase stores the database metadata in its system tables. These tables have an
intricate set of dependencies between them, and writing to one without sufficient
knowledge can corrupt the database. For this reason, the system tables have the
following default security access applied to them:

¢ By default, PUBLIC users have only SELECT privileges on the system tables.

¢ The database owner, the SYSDBA user, and the operating system administrator
(root on UNIX and Administrator on Windows server platforms) have full
access to the system tables, including write permission. These users can, if
desired, assign write privileges to individual users or to PUBLIC, using the
GRANT statement.

Older databases

InterBase applies this default security (no write access for PUBLIC) to older
databases whenever possible:

* The gbak backup/restore utility applies the default security to any database
when it is restored to ODS 10.1 (InterBase 6.5) or later.

¢ When an InterBase server that is version 6.5 or later attaches an older database,
it applies the default privileges to that database if they are not already present,
even if the database is ODS 10.0 or earlier.

Scripts for changing database security

Three SQL scripts are included in <ib_install>/examples/security directory:
readmeta.sql, writemeta.sql and blindmeta.sql. These scripts can be run against
databases with ISQL to make wholesale changes to a database's system tables
access privileges, except or rdb$users for security purposes.

o readmeta.sql applies the default PUBLIC access privileges: PUBLIC can only select
from the system tables, but the database owner, system administrator, and
SYSDBA user have full access. This script can be used to return a database that
has customized system table privileges back to this default.

* writemeta.sql grants all system table privileges to PUBLIC. This is the behavior
that existed in InterBase 6.0 and earlier.

¢ blindmeta.sql revokes all system table privileges from PUBLIC. This prevents any
PUBLIC user from querying the system tables, including InterBase and third-
party utilities run by PUBLIC users. For example, gstat, gbak, QLI and
IBConsole would not be able to query system metadata. This script allows
developers to protect their intellectual property by hiding the database design
of tables, stored procedures and triggers from the general public and
competitors. Blind access makes it difficult, if not impossible, for a general user
to generate ad hoc queries against a database.
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A database with blind access does not prevent any user from using InterBase
Data Definition Language (DDL) to define new database objects. It just prevents
a user from querying or writing to the system tables directly.

isc_blob_lookup_desc() and isc_array_lookup_bounds() Two client-side APIs,
isc_blob_lookup_desc() and isc_array_lookup_bounds(), cannot execute without
SELECT metadata privileges, because the APIs directly query some InterBase
system tables. Thus databases that have had blindmeta.sql run against them are
not able to execute these APIs for any users except the owner, the system
administrator, and SYSDBA.

Older InterBase clients InterBase 6.0 and previous InterBase kits cannot access a
database on behalf of a user if that user has no privileges to the system tables.
Thus an InterBase developer who runs blindmeta.sql on an InterBase database
cannot ship that database to customers with InterBase 6.0 or older runtime kits
and expect those users to be able to access the database. The developer would
have to run readmeta.sql against a copy of the database and ship that to
customers who have older InterBase runtimes.

Migration issues

The InterBase engine automatically installs the default (SELECT-only) SQL
privileges for PUBLIC on the system tables when attaching ODS 10.0 or older
databases. Thus if all users must be able to write to database metadata,
writemeta.sqlwill have to be run against each database to restore that behavior.

SQL privileges

Connecting to a database does not automatically include privileges to modify or
even view data stored within that database. Privileges must be granted explicitly;
users cannot access any database objects until they have been granted privileges.
Privileges granted to PUBLIC apply to all users.

For full description of syntax of SQL privileges, see entries for GRANT and ROLE in
the Language Reference and Data Definition Guide.

Groups of users

InterBase implements features for assigning SQL privileges to groups of users.
SQL roles are implemented on a per-database basis. UNIX groups are
implemented on a server-wide basis, using the UNIX group mechanism.
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Groups of users

SQL roles

InterBase supports SQL group-level security as described in the ISO-ANSI Working
Draft for Database Language. For syntax of SQL ROLESs, see the Language Reference
and Data Definition Guide.

Implementing roles is a four-step process.
1 Declare the role with CREATE ROLE.
CREATE ROLE sales;

2 Assign privileges on specific tables and columns to the role using the GRANT
statement.

GRANT UPDATE ON tablel TO sales;
3 Grant the role to users, again with the GRANT statement.
GRANT sales TO userl, user2, user3;

4 Finally, to acquire the privileges assigned to a role, users must specify the role
when connecting to a database.

CONNECT 'foo.ib' USER 'userl' PASSWORD 'peanuts' ROLE sales;
Userl now has update privileges on TABLE1 for the duration of the connection.

A user can belong to only one role per connection to the database and cannot
change role while connected. To change role, the user must disconnect and
reconnect, specifying a different role name.

You can adopt a role when connecting to a database by any one of the following
means:

* To specify a role when attaching to a database through IBConsole ISQL, display the Database
Connect dialog and type a rolename in the Role field.

* To specify a role programmatically upon connection using the InterBase API, use the dpb
parameter isc_dpb_sql_role_name. See chapter 4 of the API Guide.

¢ To specify a role for a connection made by an embedded SQL application or isql session, use the
ROLE rolename clause of the CONNECT statement. See the statement reference for
CONNECT in the Language Reference.

Applications using BDE version 5.02 or later, including Delphi, JBuilder, and
C++Builder, have a property by which they can specify a role name. Also, the
ODBC driver that currently ships with InterBase also recognizes roles.
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UNIX groups

Operating system-level groups are implicit in InterBase security on UNIX,
similarly to the way UNIX users automatically supplement the users in the
InterBase security database. For full description of usage and syntax of using
UNIX groups with InterBase security, see the Language Reference and Data
Definition Guide.

Note Integration of UNIX groups with database security is not a SQL standard feature.

Other security measures

InterBase provides some restrictions on the use of InterBase tools in order to
increase security. In addition, there are things that you can do to protect your
databases from security breaches. This section describes these options.

Restriction on using InterBase tools

As a security measure, InterBase requires that only the owner of a database or
SYSDBA can execute gbak, gstat, and gfix.

¢ Only the database owner or SYSDBA can use gbak to back up a database.
Anyone can restore a database, because there is no concept of an InterBase user
for a backup file. However, only the owner or SYSDBA can restore a database
over an existing database. For security purposes, make sure that your backup
files are stored in a secure location. This prevents unauthorized persons from
restoring databases and gaining access to them.

¢ On UNIX platforms, there is a further constraint on gstat: to run gstat, you must
have system-level read access to the database file. To access the database with
gstat, you must either be logged into the account running the InterBase server
(“interbase” or “root”) or someone must change the permissions on the
database file to include read permission for your Group.

Protecting your databases

You can take several steps to increase the security of your databases and other files
on your system:

¢ UNIX and Linux systems: Before starting the InterBase server, log in as user
“interbase” (or “interbas”, if user names longer than eight characters are not
allowed), rather than “root” (only these users can start the server). This restricts
the ability of other users to accidentally or intentionally access or overwrite
sensitive files such as the password file. Start the InterBase server while you are
logged on as user “interbase”.
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¢ Windows server platforms: When the InterBase server is run as a service, you
can protect a database against unauthorized access from outside InterBase (such
as by a copy command), by making the database files readable only by the
system account, under which services run. However, if you make the database
readable only by the system account, remote access to the database must be by
TCP/IP, not by NetBEUL

* Because anyone can restore a backed up database, it is wise to keep your
backup files in a directory with restricted access. (On a Windows 98SE/ME
platform, you can either move backup files to physical media such as tape or
high-density removable drives and store these securely, or move the backup
files to a system that restricts directory access). On UNIX, only the backup file
itself, not the directory in which it resides, needs to have permissions restricted
to prevent reading by unauthorized persons.

For example, if all of the following are true:
¢ the backup file has permission 600 (rw------- ) or 640 (rw-r----- )
¢ only trusted persons belong to the groups
¢ the directory has permission rwxr-xr-x

then persons other than the responsible owner and group can see that the backup
file is there, but they cannot get at it. If the user or backup script issues the
command unask 077 (or 027, as appropriate) before running gbak, unauthorized
persons will not be able to access the backup file, no matter what the permissions
on the directory. (Of course the directory should not be writable by “other”; that
would permit other persons to delete the backup file.)

User administration with IBConsole

User administration is accomplished through the User Information dialog where
you are able to add, modify, view and delete users. User administration can only
be performed after logging in to the server.

Displaying the User Information dialog

You can use any of the following methods to access the User Information dialog:

* Select a logged in server or any branch under the server hierarchy from the list
of registered servers in the Tree pane; choose Server | User Security.

¢ Select a logged in server from the list of registered servers in the Tree pane.
Double-click User Security in the Work pane or right-click the selected server
and choose User Security from the context menu.

* Select Users under the desired server in the Tree pane to display a list of valid
users in the Work pane. Double-click a user name to display the User
Information dialog.
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Note

Figure 5.1  User information dialog
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Adding a user

Use the User Information dialog to add new users. To access this dialog follow one
of the methods described in “Displaying the User Information dialog” on page 5-9.

To add a new user

1

Display the User Information dialog in one of the following ways:

* Select a logged in server or any branch under the server hierarchy from the
list of registered servers in the Tree pane; choose Server | User Security.

* Select a logged in server from the list of registered servers in the Tree pane.
Double-click User Security in the Work pane or right-click the selected server
and choose User Security from the context menu.

¢ Select Users under the desired server in the Tree pane to display a list of valid
users in the Work pane. Double-click a user name to display the User
Information dialog.

Click New. The New and Delete buttons are disabled and the Close button
changes to a Cancel button.

Type the new username in the User Name text field.

Type the user’s password in both the Password and the Confirm Password text
fields.

Add any desired optional information in the corresponding text fields. Each of
the optional text fields can be up to 32 characters.

Click Apply to add the new user to the security database or click Cancel to
abandon your changes.

Usernames can be up to 31 characters long and are not case sensitive. Passwords are
case-sensitive and only the first eight characters are significant. InterBase does not
allow you to create usernames or passwords containing spaces.
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Modifying user configurations

Use the User Information dialog to modify user configurations. To access this
dialog follow one of the methods described in “Displaying the User Information
dialog” on page 5-9.

To modify a user’s details
1 Display the User Information dialog in one of the following two ways:

* Select a logged in server or any branch under the server hierarchy from the
list of registered servers in the Tree pane; choose Server | User Security to
display the User Information dialog.

* Select a logged in server from the list of registered servers in the Tree pane.
Double-click User Security in the Work pane or right-click the selected server
and choose User Security from the context menu.

¢ Select Users under the desired server in the Tree pane to display a list of valid
users in the Work pane. Double-click a user name to display the User
Information dialog.

2 From the User Name drop-down list, select the user whose configuration you
wish to modify. The user’s details display. You can also type the first letter of the
desired username in the User Name drop-down list to quickly scroll to
usernames beginning with that letter. By repeatedly typing that same letter, you
can scroll through all usernames that begin with that letter.

3 Change any of the text fields except the User Name. If you change the
password, you must enter the same password in the Password text field and the
Confirm Password text field.

4 Click the Apply button to save your changes.

You cannot modify a username. The only way to change a username is to delete
the user and then add a user with the new name.

Deleting a user

Use the User Information dialog to removed users from the security database. To
access this dialog follow one of the methods described in “Displaying the User
Information dialog” on page 5-9.

1 Display the User Information dialog in one of the following two ways:

* Select a logged in server or any branch under the server hierarchy from the
list of registered servers in the Tree pane; choose Server | User Security.

¢ Select a logged in server from the list of registered servers in the Tree pane.
Double-click User Security in the Work pane or right-click the selected server
and choose User Security from the context menu.

Chapter 5 Database Security 5-11



User administration with the InterBase API

2 Select the user you wish to delete from the User Name drop-down list. You can
also type the first letter of the desired username in the User Name drop-down
list to quickly scroll to usernames beginning with that letter. By repeatedly
typing that same letter, you can scroll through all usernames that begin with
that letter.

3 Click Delete. A confirmation dialog inquires, “Do you wish to delete user
username?” If you choose OK, the user is removed and is no longer authorized
to access databases on the current server.

Important ~ Although it is possible for the SYSDBA to delete the SYSDBA user, it is strongly not
recommended because it will no longer be possible to add new users or modify
existing user configurations If you do delete the SYSDBA user, you must reinstall
InterBase to restore the InterBase security database (admin.ib by default).

User administration with the InterBase API

The InterBase API includes three functions that permit authors of InterBase
applications to add, delete, and modify users programmatically using three API
functions: isc_add_user( ), isc_delete_user( ), and isc_modifiy_user( ). These functions
are deprecated in InterBase 6 and later, however, because they are replaced by
functions in the InterBase Services APIL.

The InterBase Services API provides a much broader and more robust set of tools
for programmatically managing users in the security database. See Chapter 12,
“Working with Services” in the API Guide for details and examples of using the
Services API functions.

For programmers using Delphi and C++ Builder, the IBX components include
components for managing users. For more information on using the IBX
components, refer to the Developer’s Guide.

Using gsec to manage security

The InterBase command-line security utility is gsec. This utility is used in
conjunction with the InterBase security database (admin.ib by default) to specify
user names and passwords for an InterBase server. This tool duplicates the
functionality of Server | User Security in IBConsole for Windows.

The security database resides in the InterBase install directory. To connect to a
database on the server, users must specify a user name and password, which are
verified against information stored in the security database. If a matching row is
found, the connection succeeds.

Important  Only the SYSDBA can run gsec. To do this, use one of the following methods:

¢ Invoke the command as:
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gsec -user sysdba -password masterkey

* Define the ISC_USER and ISC_PASSWORD environment variables for SYSDBA
before you invoke the command.

* Run gsec when you are logged in as root on UNIX or Administrator on
Windows.

To use gsec interactively, type gsec at the command prompt. The prompt changes
to GSEC>, indicating that you are in interactive mode. To quit an interactive session,

type QUIT.

Running gsec remotely

You can use gsec on a client host to administer users in a security database on a
remote server. Use the -database option with a remote database specification to
connect to a remote InterBase security database. For example:

gsec -database jupiter:/usr/interbase/admin.ib

Running gsec with Embedded Database User Authentication

You can gsec to database which enabled embedded user authentication. Use the -
user_database option with embedded user authentication database specification
to connect to a database which enabled embedded user authentication.

For example:

gsec -user_database jupiter:/usr/interbase/employee.ib

Using gsec commands

The following table summarizes gsec commands. The initial part of each
command is required. The part in brackets is optional.

Table 5.2 Summary of gsec commands

Command Description
di[splay] Displays all rows of the InterBase security database
(admin.ib by default)
di[splay] name Displays information only for user name
a[dd] name -pw password  Adds user name to the security database with password
[option argument] string. Each option and corresponding argument
[option argument ...] specifies other data associated with the user, as shown

in Table 5.3, “gsec options”
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Table 5.2 Summary of gsec commands (continuea)

Command Description

moldify] name [options] Like add, except that name already exists in the security
database

de[lete] name Deletes user name from the security database

alias_add path name Adds a database alias. The path is the location of the
database, and name is the name given for the alias

alias_del name Deletes database alias name from the security database

alias_dis Displays all database alias

alias_dis name Displays information only for alias name

hlelp] or ? Displays gsec commands and syntax

qluit] Quits the interactive session

Displaying the security database
To see the contents of the InterBase security database, enter the DISPLAY command
at the GSEC> prompt. All the rows in the security database are displayed:

GSEC> display
user nameuid gidfull name

JOHN 123 345John Doe
JANE 124 345Jane Doe
RICH 125 345Richard Roe

Note that passwords are never displayed.

Adding entries to the security database
To add users to the security database, use the add command:

aldd] name -pw password [options]

followed by a user name, the -pw option followed by a password, and any other
options, as shown in the following table. The password is case sensitive. None of
the other parameters are case sensitive.

For each option, the initial letter or letters are required and optional parts are
enclosed in brackets. Each option must be followed by a corresponding argument,
a string that specifies the data to be entered into the specified column in the
InterBase security database (admin.ib by default).
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Table 5.3 gsec options

Option Meaning

-password or -pa string Password of user who is performing the change
-user string User who is performing the change
-pw string Target user password

-uid integer Target user ID

-gid integer Group ID for target user

-fname string First Name for target user

-mname string Middle Name for target user
-lname string Last Name for target user
-user_database string Name of user database

-database string Name of remote security database

The -pa switch specifies the root or the SYSDBA account password; -pw specifies the
password for the user being added or modified.

For example, to add user “jones” and assign the password “welcome”, enter:
GSEC> add jones -pw welcome
Use display to verify the entry. An unassigned UID or GID defaults to 0:

GSEC> display
user name uid gid full name

For example, to add authorization for a user named Cindi Brown with user name
“cbrown” and password “coffee2go”, use the following gsec command:

GSEC> add cbrown -pw coffee2go -fname cindi -lname brown
To verify the new entry, display the contents of the security database:

GSEC> display

user name uid gid full name
JONES 0 0
CBROWN 0 0 CINDI BROWN

gsec stores the user name in uppercase regardless of how it is entered.
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Modifying the security database

To change existing entries in the security database, use the modify command.
Supply the user name for the entry to change, followed by the option indicating
the items to change and the corresponding values to which to change them.

For example, to set the user ID of user “cbrown” to 8 and change the first name to
“Cindy”, enter the following commands:

GSEC> modify cbrown -uid 8 -fname cindy
To verify the changed line, use display followed by the user name:

GSEC> display cbrown
user name uid gid full name

CBROWN 8 0 CINDY BROWN

Note Tomodify a user name, first delete the entry in the security database, then enter the
new user name and re-enter the other information.

Deleting entries from the security database

To delete a user’s entry from the security database, use delete and specify the user
name:

GSEC> delete cbrown

You can confirm that the entry has been deleted with the display command.

Using gsec from a Windows command prompt

To use gsec from the Windows command prompt, precede each command with
gsec and prefix each gsec command with a hyphen (-). For example, to add user
“aladdin” and assign the password, “sesame”, enter the following at the command
line:

C:> gsec -add aladdin -pw sesame
To display the contents of the InterBase security database, enter:

C:> gsec -display

Using gsec to manage Database Alias

Database Alias eliminates the need of knowing the exact location of the database
file by the client application as long as the client application refers to the database
by its alias.

Adding database alias to the security database

To add database alias to the security database, use the alias_add command:
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alias_add path name
where path is the location of the database, and name is the alias name.

For example, to add the database alias “emp” with the path “C:\Program Files\
Borland\InterBase\examples\database\employee.gdb”, enter:

GSEC> alias_add “C:\Program Files\Borland\InterBase\examples\database\
employee.gdb” emp

Note Quotes are necessary for paths that contain spaces.
Use alias_dis to verify the entry:

GSEC> alias_dis emp C:\Program Files\Borland\InterBase\examples\database\
employee.gdb

Deleting database alias from the security database

To delete a database alias from the security database, use the alias_del command:

alias_del name
For example, to delete the database alias “emp”, enter:

GSEC> alias_del emp

gsec error messages

Table 5.4 gsec security error messages
Error Message Causes and Suggested Actions to Take

Add record error The add command either specified an existing user,
used invalid syntax, or was issued without
appropriate privilege to run gsec. Change the user
name or use modify on the existing user.

<string> already specified During an add or modify, you specified data for the
same column more than once. Retype the command.

Ambiguous switch specified A command did not uniquely specify a valid
operation.

Delete record error The delete command was not allowed. Check that you

have appropriate privilege to use gsec.

Error in switch specifications This message accompanies other error messages and
indicates that invalid syntax was used. Check other
error messages for the cause.

Find/delete record error Either the delete command could not find a specified
user, or you do not have appropriate privilege to use
gsec.
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Table 5.4 gsec security error messages (continued)

Error Message

Find/display record error

Find /modify record error

Incompatible switches specified

Invalid parameter, no switch
defined
Invalid switch specified

Modify record error

No user name specified

Record not found for user: <string>

Unable to open database

Causes and Suggested Actions to Take

Either the display command could not find a specified
user, or you do not have appropriate privilege to use
gsec.

Either the modify command could not find a specified
user, or you do not have appropriate privilege to use
gsec.

Correct the syntax and try again.

You specified a value without a preceding argument.

You specified an unrecognized option. Fix it and try
again.

Invalid syntax for modify command. Fix it and try
again.

Also check that you have appropriate privilege to run
gsec.

Specify a user name after add, modify, or delete.

An entry for the specified user could not be found.
Use display to list all users, then try again.

The InterBase security database does not exist or
cannot be located by the operating system.
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This chapter describes configuration and maintenance issues for individual
databases, including the following topics:

Database files

On-disk structure (ODS)

Read-write and read-only databases
Creating databases

Backup file properties

Shadowing

Setting database properties

Sweep interval and automated housekeeping
Configuring the database cache

Forced writes vs. buffered writes
Validation and repair

Shutting down and restarting databases
Limbo transactions

gfix command-line tool

Database files

InterBase database files are in many cases self-contained. All the data and indexes
are maintained as data structures within one type of file. The transaction log is also
kept within this file.
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You can extend the functions available in InterBase database metadata by creating
libraries of functions compiled in your language of choice. You can compile
functions into a dynamic library (called a DLL on Windows, and a shared library
on UNIX) and use them in queries, stored procedures, triggers, views, and so on.

Database file size

InterBase database file size is the product of the number of database pages times
the page size. The minimum page size is 1 KB, the default page size is 4KB, and the
maximum page size is 16KB. Each page can store records only from a single table.
You set the database page size when you create a database by using the PAGE SIZE
clause of the CREATE DATABASE statement, or its equivalent in IBConsole. You can
change the page size when you restore a database using gbak or IBConsole.

InterBase supports 64-bit file IO, so the size of a database file is effectively limited
only by the operating system.

Note Using gbak is the only way to reduce the size of the primary database file. When
you restore a database, you can specify multiple files without reference to the
original file sizes.

Dynamic file sizing

InterBase dynamically expands the last file in a database as needed. This applies to
single-file databases as well as to the last file of multifile databases. Specifying a
LENGTH for the last or only file in a database has no effect.

External files

InterBase permits external files to be used as external tables. These tables are limited
in their functionality:

¢ From a database that is in read-write mode, you can execute only SELECT and
INSERT statements on external tables. From a read-only database, you can
execute only SELECT statement on external tables.

* You cannot define indexes on external tables; they are outside of the control of
the multigenerational architecture.

The default location for external files is <interbase_home>/ext. InterBase can always
find external files that you place here. If you want to place them elsewhere, you
must specify the location in the ibconfig configuration file using the
EXTERNAL_FILE_DIRECTORY entry.

Important For security reasons, it is extremely important that you not place files
with sensitive content in the same directory with external tables.

6-2 Operations Guide



Database files

Migration note: If you are migrating from InterBase 6.x or older to InterBase 7.x or
newer, and your database includes external table files, you must either move these
files to <interbase_home>/ext or note their locations in ibconfig using the
EXTERNAL_FILE_DIRECTORY entry

Temporary files

InterBase dynamically creates files in the temporary file space for scratch space
during sorting operations involving large amounts of data. See “Managing
temporary files” on page 3-18 for details on temporary file use.

File naming conventions

In earlier versions, InterBase database files were given a file extension of gdb by
convention. InterBase no longer recommends using gdb as the extension for
database files, since on some versions of Windows ME and Windows XP, any file
that has this extension is automatically backed up by the System Restore facility
whenever it is touched. On those two platforms, using the gdb extension for
database names can result in a significant detriment to performance. Linux and
Solaris are not affected. InterBase now recommends using gdb as the extension for
database names.

InterBase is available on a wide variety of platforms. In most cases users in a
heterogeneous networking environment can access their InterBase database files
regardless of platform differences between client and server machines if they
know the target platform’s file naming conventions.

Generally, InterBase fully supports each platform’s file naming conventions,
including the use of node and path names. InterBase, however, recognizes two
categories of file specification in commands and statements that accept more than
one file name. The first file specification is called the primary file specification.
Subsequent file specifications are called secondary file specifications. Some
commands and statements place restrictions on using node names with secondary
file specifications. In syntax statements, file specification is denoted as 'filespec'

Primary file specifications

InterBase syntax always supports a full file specification, including optional node
name and full path, for primary file specifications. For example, the syntax
notation for CREATE DATABASE appears as follows:

CREATE {DATABASE | SCHEMA} 'filespec'
[USER 'username' [PASSWORD 'password']]
[PAGE_SIZE [=] int]

[LENGTH [=] int [PAGE[S]]]
[DEFAULT CHARACTER SET charset]

In this syntax, the filespec that follows CREATE DATABASE supports a node name
and path specification, including a platform-specific drive or volume specification.
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Secondary file specifications

For InterBase syntax that supports multiple file specification, such as CREATE
DATABASE, all file specifications after the first one are secondary. Secondary file
specifications cannot include a node name, but can specify a full path name.

Multifile databases

InterBase supports databases that span multiple files and multiple file systems.
You can add additional files to the database without having to take it off line.

The Database Restore task in IBConsole and in the gbak command-line utility
permit you to create a multifile database. The only way to alter the file size
allocation of an existing database is to back up and restore the database file.

Adding database files

You have the option of specifying the size of secondary files in either of two ways:
specify the page on which each secondary file starts, or specify the length in
database pages of each file. When you specify the size using the LENGTH keyword,
do not specify the length of the final file. InterBase sizes the final file dynamically,
as needed.

The following isql example adds files using STARTING AT syntax:
CONNECT ‘first.ib’;

ALTER DATABASE
ADD FILE 'second.ib' STARTING AT 50000;

Altering database file sizes

You cannot use ALTER DATABASE to split an existing database file. For example, if
your existing database is 80,000 pages long and you issue the command above,
InterBase starts the new database file at page 80,001. The only way to split an
existing database file into smaller files is to back it up and restore it. When you
restore a database, you are free to specify secondary file sizes at will, without
reference to the original file sizes.

The following isql example adds a file using LENGTH syntax. second.ib will begin
on the page following the final page of first.ib and will grow to 50,000 database
pages. Then InterBase begins writing to third.ib and dynamically increases the size
as necessary.

CONNECT 'first.ib';
ALTER DATABASE ADD FILE 'second.ib' LENGTH 50000
ADD FILE 'third.ib';

InterBase starts writing data to third.ib only after second.ib file fills up. In the
example above, second.ib is 50,000 pages long, and begins following the original
file. InterBase will begin filling the third.ib file after second.ib reaches 50,000 pages.
Database pages are 4KB each by default and have a maximum size of 8KB.
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There is no guarantee that a given table resides entirely in one file or another.
InterBase stores records based on available space within database files. Over time,
records from a given table tend to spread over all the files in a multifile database.

Maximum number of files

InterBase allows up to 65,536 database files, including shadow files. Note that
your operating system might have a lower limit on the number of simultaneous
open files than the ibserver process can have.

Application considerations

A multifile database is not the same thing as multiple single-file databases. The
tables are all part of the same database they used to be in, but they can be stored
across the multiple files. From your application's standpoint, theyre all part of the
same database and are accessed exactly the same way they would be in a single-
file database.

Your application does not need to know about any files except the first one. Any
time your database operations access/write data in the secondary files, the
InterBase software takes care of it without requiring any special programming
from your application. The application attaches to the database by specifying the
path of the first file of the database; applications don't change.

Reorganizing file allocation

You can change the sizes of the files of a multifile database when using gbak to
restore a database. If you need to move a multi-file database to a different disk or
directory, use gbak to back up the database, then specify the new locations of all
secondary files as you restore the database. See “gbak command-line tool” on
page 8-13.

Any database in a production environment should include a definition for at least
one secondary file, even if the current size of the database does not warrant a
multifile database. Data tends to accumulate without bounds, and some day in the
future your database might exceed your file system size, or the operating system’s
maximum file size. By defining a secondary file, you specify what action InterBase
takes when the database grows beyond these limits. This means that the database
administrator is freed from monitoring the database as it approaches the file size
limit.

Networked file systems

An InterBase database must reside on a disk local to the server software that
accesses it. The database file (including any secondary files and shadow files)
cannot reside on networked or remote file systems (called mapped drives on
Windows and NFS file systems on UNIX). External tables and UDF libraries can
reside on networked file systems, but this practice is not recommended because
networked file systems can suffer from intermittent availability.
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On UNIX, the InterBase software detects that a database file is located on an NFS
file system. In this case, it invokes the remote access method to contact an
InterBase server process running on the host that exported the file system. If there
is no InterBase server software running on that node, any connection to the
database fails.

On-disk structure (ODS)

Important

Each release of InterBase has characteristic features in its internal file format. To
distinguish between the file formats, InterBase records an on-disk structure (ODS)
number in the database file. In general, major ODS versions (those incrementing
the number to the left of the decimal point) introduce features that are not
backward compatible with earlier ODS versions. The InterBase 7 format is ODS 11.
InterBase 7.5 uses ODS 11.2. InterBase 7.0 ODS 11.0 databases and InterBase 7.1
ODS 11.1 databases are automatically upgraded to ODS 11.2 when an InterBase 7.5
server attaches to these databases. InterBase 7.x also supports ODS version 10.x,
but features that are new in ODS 11 are not recognized by earlier software.

When you create a new database or restore a backup file in the current version of
InterBase, the resulting database file has the current ODS version.

To upgrade the ODS of an older database, you must back it up using the backup
utility for the version of the existing database and then restore it using the current
version of InterBase.

Read-write and read-only databases

InterBase databases have two modes: read-only and read-write. At creation, all
databases are both readable and writable: they are in read-write mode.

Read-write databases

To function in read-write mode, databases must exist on writable media and the
ibserver process must have write access to the database file. For databases that are
in read-write mode, this is true even when they are used only for reading because
the transaction states are kept in an internal inventory data structure within

the database file. Therefore any transaction against the database requires the
ability to write to the transaction inventory.

Under both Windows and UNIX, read-write database files must be writable by the
user ID for the ibserver process. However, the operating environment or file
system can be configured to create files that have limited file privileges by default.
If you attempt to attach to a database and get an error of “unavailable database,”
first check to see if the database file’s permissions are such that the user ID of the
ibserver process does not have write privilege on the database file.
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Read-only databases

You can change InterBase databases to read-only mode. This provides enhanced
security for databases by protecting them from accidental or malicious updates
and enables distribution on read-only media such as CDROMs. Databases are
always in read-write mode at creation time. This feature is independent of dialect.
Any ODS 10 or higher database can be set to read-only mode.

You can use gbak, gfix, or IBConsole to change a database to read-only mode. (See
“Making a database read-only” below.)

Properties of read-only databases
* In read-only mode, databases can be placed on CD-ROMs or in read-only file
systems as well as on read-write file systems.

¢ Attempted INSERT, UPDATE, and DELETE operations on a read-only database
generate an error. See the “Error Codes and Messages” chapter of the Language
Reference.

¢ No metadata changes are allowed in read-only databases.

* Generators in a read-only database do not increment and are allowed only to
return the current value. For example, in a read-only database, the following
statement succeeds:

SELECT GEN_ID(generator_name, 0) FROM table_name;

The following statement fails with the error “attempted update on read-only
database.”

SELECT GEN_ID(generator_name, 1) FROM table_name;
* External files accessed through a read-only database open in read-only mode,

regardless of the file’s permissions at the file system level.

Making a database read-only
To change the mode of a database between read-write and read-only, you must be
either its owner or SYSDBA and you must have exclusive access to a database.

From within InterBase, you can change a read-write database to read-only mode in
any of three ways:

¢ In IBConsole, select the database, display its properties, and edit the mode. For
more information, refer to “Setting database properties” on page 6-18.

e Use gbak to back up the database and restore it in read-only mode:
gbak -create -mode read_only foo.ibk foo.ib
¢ Use gfix to change the mode to read-only:

gfix -mode read_only foo.ib

Chapter 6 Database Configuration and Maintenance 6-7



Creating databases

Important  To set a database to read-only mode from any application that uses BDE, ODBC, or
JDBC, use the isc_action_svc_properties() function in the InterBase Services API.

Tip To distribute a read-write database on a CD-ROM, back it up and put
the database.ibk file on the CD-ROM. As part of the installation, restore the
database to the user’s hard disk.

Read-only with older InterBase versions
* A pre-6 InterBase client can access a read-only database to perform SELECTs. No
other operation succeeds.

e If a current InterBase client tries to set a pre-6 database to read-only mode, the
server silently ignores the request. There is no way to make older databases
read-only. You must upgrade them.

Creating databases

You can create databases on local and remote servers using IBConsole with the
Create Database dialog.

You can use any of the following methods to access the Create Database dialog:

¢ In the Tree pane, select a server or anywhere in the branch under the desired
server and choose Database | Create Database.

¢ In the Tree pane, right click the Databases branch under the desired server, and
select Create Database from the context menu.

Figure 6.1 Create Database dialog
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Creating databases

To create a database
1 Ensure that the server indicated is correct. If it is not, cancel this dialog and re-
initiate it under the correct server.

2 Type an Alias name for the new database in the Alias text field.

3 Enter one or more filenames which will make up the database, specifying the
number of pages required for each file. To insert a new row into the Files table,
move to the last row and column of the table and type (ctri)-(Tab).

When entering a filename, make sure to include the file path unless you wish to
default the file to the working directory.

Note Database files must reside on a local drive.

4 You can specify create options by entering a valid value, by clicking the option
value and choosing a new value from a drop-down list of values or by double-
clicking the option value to rotate its value to the next in the list of values. For
more information, see “Database options” below.

To create a basic database without any options, leave all options blank.
5 Click OK to create the specified database.

The alias name that you specify when creating a database references the necessary
database file information associated with the database. When performing database
configuration and maintenance, you need only specify the alias name, not the
actual database filename. If the database spans multiple files, the server uses the
header page of each file to locate additional files.

Database options

The database options that you can set are Page Size, Default Character Set, and
SQL dialect.

Page size
InterBase supports database page sizes of 1024, 2048, 4096, 8192, and 16384 bytes.
The default is 4096 bytes.

Default character set
See “Character Set” in Table 9.2 for a detailed explanation of character sets.

For more information about creating databases, see the Language Reference. See the
Data Definition Guide for an explanation of character sets.

SQL dialect

An InterBase database SQL dialect determines how double quotes, large exact
numerics, and certain datatypes such as SQL DATE, TIME, and TIMESTAMP are
interpreted. In most cases you should create databases in dialect 3 in order to have
access to all current InterBase features.

Chapter 6 Database Configuration and Maintenance 6-9



Dropping databases

Changing a database dialect from 1 to 3 may require some preparation if it
contains DATE datatypes, DECIMAL or NUMERIC datatypes with precision greater
than 9, or has strings that are in double quotes rather than single quotes. For more
information about dialects, refer to “Understanding SQL dialects” in the migration
appendix of the Operations Guide.

To change the database dialect

1 Highlight the database in the Tree pane and perform one of the following
actions:

® Choose Database | Properties.
¢ Right-click and choose Properties from the context menu.
¢ Double-click Properties in the Work pane.
2 Click the General tab and change the SQL dialect in the Options field.

Tip To suppress the display of system tables in IBConsole, deselect System Data from
the View menu.

Dropping databases

You can drop databases using IBConsole. Dropping a database deletes the current
database and database alias, removing both data and metadata.

A database can be dropped only by its creator or SYSDBA.

To drop a database
1 Select the database you wish to drop in the Tree pane.

2 Choose Database | Drop Database or select Drop Database from the Work pane.

3 A dialog asks you to confirm that you wish to delete the database. Click Yes if
you want to drop the selected database, otherwise click No.

Important Dropping a database deletes all data and metadata in the database.

Backup file properties

You can view and modify backup file information in IBConsole with the Backup
Alias Properties dialog. You can access this dialog with either of the following
methods:

¢ Expand Backup in the Tree pane, select a backup alias, and double-click Modify
Backup Alias from the Work pane.

* Right-click a backup alias in the Tree pane and choose Modify Backup Alias
from the context menu.
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Figure 6.2  Backup alias properties
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To edit backup file properties
1 Enter a new backup alias name in the Alias Name text field.

2 Add, remove, or modify the backup filenames and corresponding file sizes
associated with the backup in the backup files table. When specifying
filenames, be sure to include the file path where the file is located.

To add a new row to the backup files table, move to the last row and column of
the table and type (ctr)-[T). To remove a file from the backup file list, delete the
values from the table.

3 Select a server from the Target Database Server drop-down list. You can also
type the server name in the edit portion of the drop-down list.

4 Select a database alias from the Target Database Alias drop-down list. You can
also type the alias name in the edit portion of the drop-down list

5 Click Apply to save your changes.

Removing database backup files

You can remove database backup files in IBConsole with either of the following
methods:

¢ Expand Backup in the Tree pane and select a backup alias and double-click
Delete Alias from the Work pane.

* Right-click a backup alias in the Tree pane and choose Delete Alias from the
context menu.

A dialog asks you to confirm that you wish to remove the selected backup file.
Click Yes if you want to delete the backup file, otherwise click No.
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Shadowing

InterBase lets you recover a database in case of disk failure, network failure, or
accidental deletion of the database. The recovery method is called disk shadowing,

or

sometimes just shadowing. This chapter describes how to set up and use

shadowing.This section describes the various tasks involved in shadowing, as well

as

the advantages and limitations of shadowing.

Tasks for shadowing

The main tasks in setting up and maintaining shadowing are as follows:

1

Creating a shadow.

Shadowing begins with the creation of a shadow. A shadow is an identical,
physical copy of a database. When a shadow is defined for a database, changes
to the database are written simultaneously to its shadow. In this way, the
shadow always reflects the current state of the database. For information about
the different ways to define a shadow, see “Creating a shadow” on page 6-13.

Activating a shadow.

If something happens to make a database unavailable, the shadow can be
activated. Activating a shadow means it takes over for the database; the shadow
becomes accessible to users as the main database. Activating a shadow happens
either automatically or through the intervention of a database administrator,
depending on how the shadow was defined. For more information about
activating a shadow, see “Activating a shadow” on page 6-17.

Deleting a shadow.

If shadowing is no longer desired, it can be stopped by deleting the shadow. For
more information about deleting a shadow, see “Dropping a shadow” on

page 6-17.

Adding files to a shadow.

A shadow can consist of more than one file. As shadows grow in size, files can
be added to accommodate the increased space requirements. For more

information about adding shadow files, see “Adding a shadow file” on
page 6-17.

Advantages of shadowing

Sh
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Shadow files use the same amount of disk space as the database. Log files, on
the other hand, can grow well beyond the size of the database.

You can control the allocation of disk space. A shadow can span multiple files
on multiple disks.

Shadowing does not use a separate process. The database process handles
writing to the shadow.

Shadowing can run behind the scenes and needs little or no maintenance.

Limitations of shadowing

Shadowing has the following limitations:

Shadowing is not an implementation of replication. Shadowing is one-way
writing, duplicating every write operation on the master database. Client
applications cannot access the shadow file directly.

Shadowing is useful only for recovery from hardware failures or accidental
deletion of the database. User errors or software failures that corrupt the
database are duplicated in the shadow.

Recovery to a specific point in time is not possible. When a shadow is activated,
it takes over as a duplicate of the database. Shadowing is an “all or nothing”
recovery method.

Shadowing can occur only to a local disk. Shadowing to a NFS file system or
mapped drive is not supported. Shadowing to tape or other media is
unsupported.

Creating a shadow

A shadow is created with the CREATE SHADOW statement in SQL. Because this
does not require exclusive access, it can be done without affecting users. For
detailed information about CREATE SHADOW, see the Language Reference.

Before creating a shadow, consider the following topics:

The location of the shadow

A shadow should be created on a different disk from where the main database
resides. Because shadowing is intended as a recovery mechanism in case of disk
failure, maintaining a database and its shadow on the same disk defeats the
purpose of shadowing.

Distributing the shadow

A shadow can be created as a single disk file called a shadow file or as multiple
files called a shadow set. To improve space allocation and disk I/O, each file in
a shadow set can be placed on a different disk.

User access to the database

Chapter 6 Database Configuration and Maintenance 6-13



Shadowing

If a shadow becomes unavailable, InterBase can either deny user access to the
database until shadowing is resumed, or allow access even though database
changes are not being shadowed. Depending on which database behavior is
desired, the database administrator creates a shadow either in auto mode or in
manual mode. For more information about these modes, see “Auto mode and
manual mode” on page 6-15.

e Automatic shadow creation

To ensure that a new shadow is automatically created, create a conditional
shadow. For more information, see “Conditional shadows,” in this chapter.

The next sections describe how to create shadows with various options:
¢ Single-file or multifile shadows

* Auto or manual shadows

¢ Conditional shadows

These choices are not mutually exclusive. For example, you can create a single-file,
conditional shadow in manual mode.

Creating a single-file shadow
To create a single-file shadow for database employee.gdb, enter:

SQL> CREATE SHADOW 1 '/usr/interbase/examples/employee.shd';

The name of the shadow file is employee.shd, and it is identified by the number 1.
Verify that the shadow has been created by using the isql command SHOW
DATABASE:

SQL> SHOW DATABASE;
Database: employee.gdb
Shadow 1: '/usr/interbase/examples/employee.shd' auto
PAGE_SIZE 4096
Number of DB pages allocated = 392
Sweep interval = 20000

The page size of the shadow is the same as that of the database.

Creating a multifile shadow

If your database is large, you can shadow it to a multifile shadow, spreading the
shadow files over several disks. To create a multifile shadow, specify the name and
size of each file in the shadow set. As with multifile databases, you have the option
of specifying the size of secondary files in either of two ways: specify the page on
which each secondary file starts, or specify the length in database pages of each
tile. When you specify the size using the LENGTH keyword, do not specify the
length of the final file. InterBase sizes the final file dynamically, as needed.

For example, the following example creates a shadow set consisting of three files.
The primary file, employee.shd, is 10,000 database pages in length. The second file is
20,000 database pages long, and the final file grows as needed.
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SQL> CREATE SHADOW 1 'employee.shd' LENGTH 10000
CON> FILE 'emp2.shd' LENGTH 20000
CON> FILE 'emp3.shd';

Instead of specifying the page length of secondary files, you can specify their
starting page. The following example creates the same shadows as the previous
example:

SQL> CREATE SHADOW 1 'employee.shd'
CON> FILE 'empl.shd' STARTING AT 10000
CON> FILE 'emp2.shd' STARTING AT 30000;

In either case, you can use SHOW DATABASE to verify the file names, page lengths,
and starting pages for the shadow just created:

SQL> SHOW DATABASE;

Database: employee.gdb
Shadow 1: '/usr/interbase/examples/employee.shd' auto length 10000
file /usr/interbase/examples/empl.shd length 2000 starting 10000
file /usr/interbase/examples/emp2.shd length 2000 starting 30000

PAGE_SIZE 4096

Number of DB pages allocated = 392

Sweep interval = 20000

The page length you allocate for secondary shadow files need not correspond to
the page length of the database’s secondary files. As the database grows and its
first shadow file becomes full, updates to the database automatically overflow into
the next shadow file.

Auto mode and manual mode

A shadow can become unavailable for the same reasons a database becomes
unavailable (disk failure, network failure, or accidental deletion). If a shadow
becomes unavailable, and it was created in auto mode, database operations
continue automatically without shadowing. If a shadow becomes unavailable, and
it was created in manual mode, further access to the database is denied until the
database administrator intervenes. The benefits of auto mode and manual mode
are compared in the following table:
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Table 6.1 Auto vs. manual shadows

Mode Advantage Disadvantage
Auto Database operation is Creates a temporary period when the
uninterrupted database is not shadowed

The database administrator might be
unaware that the database is operating
without a shadow

Manual Prevents the database from Database operation is halted until the
running unintentionally withouta  problem is fixed
shadow Needs intervention of the database
administrator
Auto mode

The AUTO keyword directs the CREATE SHADOW statement to create a shadow in
auto mode:

SQL> CREATE SHADOW 1 AUTO 'employee.shd';
Auto mode is the default, so omitting the AUTO keyword achieves the same result.

In AUTO mode, database operation is uninterrupted even though there is no
shadow. To resume shadowing, it might be necessary to create a new shadow. If
the original shadow was created as a conditional shadow, a new shadow is
automatically created. For more information about conditional shadows, see
“Conditional shadows” on page 6-16.

Manual mode
The MANUAL keyword directs the CREATE SHADOW statement to create a shadow
in manual mode:

SQL> CREATE SHADOW 1 MANUAL 'employee.shd';

Manual mode is useful when continuous shadowing is more important than
continuous operation of the database. When a manual-mode shadow becomes
unavailable, further attachments to the database are prevented. To allow database
attachments again, the database owner or SYSDBA must enter the following
command:

gfix -kill database

This command deletes metadata references to the unavailable shadow
corresponding to database. After deleting the references, a new shadow can be
created if shadowing needs to resume.

Conditional shadows

You can define a shadow such that if it replaces a database, the server creates a
new shadow file, allowing shadowing to continue uninterrupted. A shadow
defined with this behavior is called a conditional shadow.
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To create a conditional shadow, specify the CONDITIONAL keyword with the
CREATE SHADOW statement. For example,

SQL> CREATE SHADOW 3 CONDITIONAL 'atlas.shd';

Creating a conditional file directs InterBase to automatically create a new shadow.
This happens in either of two cases:

¢ The database or one of its shadow files becomes unavailable.

¢ The shadow takes over for the database due to hardware failure.

Activating a shadow

When a database becomes unavailable, database operations are resumed by
activating the shadow. To do so, log in as SYSDBA or the database owner and use
gfix with the -activate option.

Before activating a shadow, check that the main database is unavailable. If a
shadow is activated while the main database is available, the shadow can be
corrupted by existing attachments to the main database.

To activate a shadow, specify the path name of its primary file. For example, if
database employee.gdb has a shadow named employee.shd, enter:

gfix -activate employee.shd

After a shadow is activated, you should change its name to the name of your
original database. Then, create a new shadow if shadowing needs to continue and
if another disk drive is available.

Dropping a shadow

To stop shadowing, use the shadow number as an argument to the DROP SHADOW
statement. For example,

SQL> DROP SHADOW 1

If you need to look up the shadow number, use the isql command SHOW
DATABASE.

DROP SHADOW deletes shadow references from a database’s metadata, as well as
the physical files on disk. Once the files have been removed from disk, there is no
opportunity to recover them. However, a shadow is merely a copy of an existing
database, so the new shadow is identical to the dropped shadow.

Adding a shadow file

If a database is expected to increase in size, consider adding files to its shadow. To
add a shadow file, first use DROP SHADOW to delete the existing shadow, then use
CREATE SHADOW to create a multifile shadow.
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The page length you allocate for secondary shadow files need not correspond to
the page length of the database’s secondary files. As the database grows and its
first shadow file becomes full, updates to the database automatically overflow into
the next shadow file.

Setting database properties

The Database Properties dialog enables you to display and configure certain
database settings. You can access the Database Properties dialog by any of the
following methods:

* Select a connected database (or any branch under the database hierarchy) in the
Tree pane and choose Database | Properties.

¢ Select a connected database in the Tree pane and double-click Properties in the
Work pane.

* Right-click a connected database in the Tree pane and choose Properties from
the context menu.

The Database Properties dialog contains two tabs, Alias and General.

Alias tab

The Alias tab of the Database Properties dialog is where you can specify an alias
name for a database as well as the file path and file name of the selected database.

Figure 6.3 Database Properties: Alias tab
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To edit database alias settings
1 Enter the alias name of the database in the Alias Name text field.
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2 Enter database file name, including the path where the file is located, in the File
text field. If you prefer, you can also click the browse button || to locate the file
you want.

If you want to change the database file name, the database must be
disconnected before you access the Database Properties dialog.

3 If you need to view or configure the general database settings, click the General
tab and see “General tab” below for further information.

4 Once you are finished making changes to the database properties click Apply to
save your changes, otherwise click Cancel.

General tab

The General tab of the Database Properties dialog is where you can view such
database settings as the database owner, secondary files and their start pages, the
number of allocated database pages and the page size. You can also set such
options as Forced Writes, Sweep Interval, SQL Dialect and Read Only.

Figure 6.4 Database Properties: General tab
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To edit database general options

1 Choose option values in the Options table. You can specify options by clicking
the option value and entering a new value, by choosing a new value from a
drop-down list of values or by double-clicking the option value to rotate its
value to the next in the list of values.

2 If you need to view or configure the database alias settings, click the Alias tab
and see “Alias tab” above for further information.

3 Once you are finished making changes to the database properties click Apply to
save your changes, otherwise click Cancel.
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Table 6.2 General options
Option Value

Forced Writes Option values are Enabled and Disabled. See “Forced
writes vs. buffered writes” on page 6-25 for further
information on forced writes.

Sweep Interval ~ The sweep interval is the number of transactions that will
occur before an automatic database sweep takes place.
You can enter any positive number for the sweep interval,
or zero to disable the automatic sweep. See “Sweep
interval and automated housekeeping” on page 6-20
for further information on setting the sweep interval.

Database dialect An InterBase database SQL dialect determines how
double quotes, large exact numerics, and certain
datatypes such as SQL DATE, TIME, and TIMESTAMP are
interpreted. In most cases you should choose dialect 3 in
order to have access to all current InterBase features.

Read Only Option values are True and False. To make the database
read only set the Read Only option to True. This prevents
users from performing any DML or updates to the
database. The default setting for this option is False. See
“Making a database read-only” on page 6-7 for more
information.

Sweep interval and automated housekeeping

Sweeping a database is a systematic way of removing outdated records. Periodic
sweeping prevents a database from growing too large. However, sweeping can
also slow system performance.

As a database administrator, you can tune database sweeping, balancing its
advantages and disadvantages to best satisfy users’ needs.

Overview of sweeping

InterBase uses a multigenerational architecture. This means that multiple versions
of data records are stored directly on the data pages. When a record is updated or
deleted, InterBase keeps a copy of the old state of the record and creates a new
version. This can increase the size of a database.

Garbage collection

To limit the growth of the database, InterBase performs garbage collection by
sweeping the database. This process frees up space allocated to outdated record
versions. Whenever a transaction accesses a record, outdated versions of that
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record are collected. Records that were rolled back are not collected. To guarantee
that all outdated records are collected, including those that were rolled back,
InterBase periodically sweeps the database.

Automatic housekeeping

If a transaction is left in an active (unresolved) state, this is an “interesting”
transaction. In a given database’s transaction inventory, the first transaction with a
state other than committed is known as the Oldest Interesting Transaction (OIT).
Automatic housekeeping occurs when the difference between the OIT and the
oldest active transaction (OAT) is greater than the sweep interval. By default, this
sweep interval is 20,000, but it is configurable (see “Setting the sweep interval” on
page 6-21).

Itis a subtle but important distinction that the automatic sweep does not necessarily
occur every 20,000 transactions. It is only when the difference between the OIT and
OAT reaches the threshold. If every transaction to the database is committed
promptly, then this difference it is not likely to be great enough to trigger the
automatic sweep.

The InterBase server process initiates a special thread to perform this sweep
asynchronously, so that the client process can continue functioning, unaffected by
the amount of work done by the sweep.

Sweeping a database is not the only way to perform systematic garbage collection.
Backing up a database achieves the same result, because the InterBase server must
read every record, an action that forces garbage collection throughout the
database. As a result, regularly backing up a database can reduce the need to
sweep. This enables you to maintain better application performance. For more
information about the advantages of backing up and restoring, see “Benefits of
backup and restore” on page 8-1.

Configuring sweeping

You are able to control several aspects of database sweeping. You can:
¢ Change the automatic sweep interval.

¢ Disable automatic sweeping.

* Sweep a database immediately.

The first two functions are performed in the Database Properties dialog. The last is
performed with a sweep menu command and is explained in “Performing an
immediate database sweep” on page 6-22.

Setting the sweep interval

To set the automatic sweep threshold to n transactions:

gfix -h n
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Tip

Sweeping a database can affect transaction start-up if rolled back transactions exist
in the database. As the time since the last sweep increases, the time for transaction
start-up can also increase. Lowering the sweep interval can help reduce the time
for transaction start-up.

On the other hand, frequent database sweeps can reduce application performance.
Raising the sweep interval could help improve overall performance. The database
administrator should weigh the issues for the affected applications and decide
whether the sweep interval provides the desired database performance.

To set the sweep interval with IBConsole, refer to “Setting database properties” on
page 6-18.

Unless the database contains many rolled back transactions, changing the sweep
interval has little effect on database size. As a result, it is more common for a
database administrator to tune the database by disabling sweeping and
performing it at specific times. These activities are described in the next two
sections.

Disabling automatic sweeping

To disable automatic sweeping, set the sweep threshold to zero (0). Disabling
automatic sweeping is useful if:

¢ Maximum throughput is important. Transactions are never delayed by
sweeping.

* You want to schedule sweeping at specific times. You can manually sweep the
database at any time. It is common to schedule sweeps at a time of least activity
on the database server, to avoid competing for resources with clients.

To disable automatic sweeping with IBConsole, refer to “Setting database
properties” on page 6-18.

Performing an immediate database sweep

You can perform an immediate database sweep with any of the following
methods:

* Right click a connected database in the Tree pane and choose Maintenance |
Sweep from the context menu.

¢ Select a connected database in the Tree pane and double-click Sweep in the
Work pane.

¢ enter the following command:
gfix -sweep

This operation runs an immediate sweep of the database, releasing space held by
records that were rolled back and by out-of-date record versions. Sweeps are also
done automatically at a specified interval.
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Sweeping a database does not strictly require it to be shut down. You can perform
sweeping at any time, but it can impact system performance and should be done
when it inconveniences users the least.

If a sweep is performed as an exclusive operation on the database, there is
additional tuning that the procedure performs. As long as there are no outstanding
active transactions, the sweep updates the state of data records and the state of the
inventory of past transactions. Non-committed transactions are finally rendered
obsolete, and internal data structures need not track them in order to maintain
snapshots of database versions. The benefit of this is a reduction of memory use,
and a noticeable performance improvement.

Configuring the database cache

The database cache consists of all database pages (also called buffers) held in
memory at one time. Database cache size is the number of database pages. You can
set the default size of the database cache at three levels:

* Server level: applies to all databases

* Database level: applies only to a single database (using gfix to set the size for a
specific database)

¢ Connection level: applies only to a specific isql connection

We recommend setting cache size at the database level rather than at the server
level. This reduces the likelihood of inappropriate database cache sizes.

In a SuperServer installation (Windows, Linux, or UNIX), every database on a
server requires RAM equal to the cache size (number of database pages) times the
page size. By default, the cache size is 2048 pages per database and the page size is
4KB. Thus, a single database running at the default setting requires 8MB of
memory, but three such databases require 24MB of memory.

In Classic installations, the amount of memory required by a database depends on
the number of client attachments. Each client is allotted 75 cache pages, so
memory usage is calculated by:

cache size x number of attachments x 75

Default cache size per database

The buffers parameter of the gfix utility sets the default number of cache pages for
a specific database:

gfix -buffers n database_name

This sets the number of cache pages for the specified database to n, overriding the
server value, which by default is 2048 pages.

To run gfix, you must be either SYSDBA or the owner of the database.
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Default cache size per ISQL connection

To configure the number of cache pages for the duration of one isql connection,
invoke isql with the following option:

isql -c n database_name

n is the number of cache pages to be used as the default for the session; n overrides
any values set by DATABASE_CACHE_PAGES or gfix and must be greater than 9.

A CONNECT statement entered in an isql query accepts the argument CACHE n.
(Refer to the discussion of CONNECT in the Language Reference manual for a full
description of the CONNECT function). For example:

ISQL> CONNECT database_name CACHE n;

The value n can be any positive integer number of database pages. If a database
cache already exists in the server because of another attachment to the database,
the cache size is increased only if n is greater than current cache size.

Setting cache size in applications

InterBase API: use the isc_dpb_num_buffers parameter to set cache size in a
database parameter buffer (DPB).

IBX: use the num_buffers parameter to set cache size in the TIBDatabase’s
parameter list. For example: num_buffers=250. For the parameter to be parsed
correctly, there must be no spaces around the = sign.

Default cache size per server

For SuperServer installations, you can configure the default number of pages used
for the database caches. By default, the database cache size is 2048 pages per
database. You can modify this default by changing the value of
DATABASE_CACHE_PAGES in the ibconfig configuration file. When you change this
setting, it applies to every active database on the server.

You can also set the default cache size for each database using the gfix utility. This
approach permits greater flexibility, and reduces the risk that memory is overused,
or that database caches are too small.

We strongly recommend that you use gfix to set cache size rather than
DATABASE_CACHE_PAGES.

Verifying cache size

To verify the size of the database cache currently in use, execute the following
commands in isql:

ISQL> CONNECT database_name;
ISQL> SET STATS ON;
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ISQL> COMMIT;

Current memory = 415768
Delta memory = -2048
Max memory = 419840
Elapsed time = 0.03 sec
Buffers = 2048

Reads = 0

Writes 2

Fetches = 2

ISQL> QUIT;

The empty COMMIT command prompts isql to display information about memory
and buffer usage. The “Buffers” line specifies the size of the cache for that
database.

Forced writes vs. buffered writes

When an InterBase Server performs forced writes (also referred to as synchronous
writes), it physically writes data to disk whenever the database performs an
(internal) write operation.

If forced writes are not enabled, then even though InterBase performs a write, the
data may not be physically written to disk, since operating systems buffer disk
writes. If there is a system failure before the data is written to disk, then
information can be lost.

Performing forced writes ensures data integrity and safety, but slow performance.
In particular, operations that involve data modification are slower.

Forced writes are enabled or disabled in the Database Properties dialog. For more
information, refer to “Setting database properties” on page 6-18.

Validation and repair

In day-to-day operation, a database is sometimes subjected to events that pose
minor problems to database structures. These events include:

* Abnormal termination of a database application. This does not affect the
integrity of the database. When an application is canceled, committed data is
preserved, and uncommitted changes are rolled back. If InterBase has already
assigned a data page for the uncommitted changes, the page might be
considered an orphan page. Orphan pages are unassigned disk space that
should be returned to free space.

* Write errors in the operating system or hardware. These usually create a
problem with database integrity. Write errors can cause data structures such as
database pages and indexes to become broken or lost. These corrupt data
structures can make committed data unrecoverable.
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Validating a database

You should validate a database:

* Whenever a database backup is unsuccessful.

* Whenever an application receives a “corrupt database” error.

¢ Periodically, to monitor for corrupt data structures or misallocated space.
* Any time you suspect data corruption.

Database validation requires exclusive access to the database. Shut down a
database to acquire exclusive access. If you do not have exclusive access to the
database, you get the error message:

OBJECT database_name IS IN USE
To shut down a database, refer to the directions in “Shutting down a database” on
page 6-30.
Validating a database using gfix
To validate a database using gfix, follow these steps:
1 Enter the following command:
gfix -v

2 If you suspect you have a corrupt database, make a copy of your database using
an OS command (gbak will not back up corrupt data).

3 Use the gfix command to mark corrupt structures in the copied database:
gfix -mend

4 If gfix reports any checksum errors, validate and repair the database again,
ignoring any checksum errors:

gfix -validate -ignore
Note: InterBase supports true checksums only for ODS 8 and earlier.

It may be necessary to validate a database multiple times to correct all the errors.

Validating a database using IBConsole

To validate a database using IBConsole, access the Database Validation dialog by
any of the following methods:

® Select a disconnected database in the Tree pane and double-click Validation in
the Work pane.

¢ Right-click a disconnected database in the Tree pane and choose Validation
from the context menu.

e Select Database | Maintenance | Validation.
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Figure 6.5 Database Validation dialog

B Database Validation
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Options:
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To validate database

1 Check that the database indicated is correct. If it is not, cancel this dialog and re-
initiate the Database Validation dialog under the correct database.

2 Specify which validation options you want by clicking in the right column and

choosing True or False from the dropdown list. See Table 6.3, “Validation

options” for a description of each option.

3 Click OK if you want to proceed with the validation, otherwise click Cancel.

When IBConsole validates a database it verifies the integrity of data structures.
Specifically, it does the following;:

* Reports corrupt data structures

* Reports misallocated data pages

* Returns orphan pages to free space
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Table 6.3 Validation options
Option

Validate Record
Fragments

Read Only Validation

Ignore Checksum
Errors

Value

Option values are True and False. By default, database
validation reports and releases only page structures. If the
Validate Record Fragments option is set to True, validation
reports and releases record structures as well as page
structures.

Option values are True and False. By default, validating a
database updates it, if necessary. To prevent updating, set the
Read Only Validation option to True.

Option values are True and False. A checksum is a page-by-
page analysis of data to verify its integrity. A bad checksum
means that a database page has been randomly overwritten (for
example, due to a system crash).

Checksum errors indicate data corruption. To repair a database
that reports checksum errors, set the Ignore Checksum Errors
option to True. This enables IBConsole to ignore checksums
when validating a database. Ignoring checksums allows
successful validation of a corrupt database, but the affected
data may be lost.

Note: InterBase supports true checksums only for ODS 8 and
earlier.

Repairing a corrupt database

If a database contains errors, they are displayed in the following dialog:

Figure 6.6  Validation report dialog
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The errors encountered are summarized in the text display area. The repair
options you selected in the Database Validation dialog are selected in this dialog
also.

To repair the database, choose Repair. This fixes problems that cause records to be
corrupt and marks corrupt structures. In subsequent operations (such as backing
up), InterBase ignores the marked records.

Some corruptions are too serious for IBConsole to correct. These include
corruptions to certain strategic structures, such as space allocation pages. In
addition, IBConsole cannot fix certain checksum errors that are random by nature
and not specifically associated with InterBase.

Note Free pages are no longer reported, and broken records are marked as damaged.
Any records marked during repair are ignored when the database is backed up.

If you suspect you have a corrupt database, perform the following steps:

1 Make a copy of the database using an operating-system command. Do not use
the IBConsole Backup utility or the gbak command, because they cannot back
up a database containing corrupt data. If IBConsole reports any checksum
errors, validate and repair the database again, setting the Ignore Checksum
Error option to True. Note: InterBase supports true checksums only for ODS 8
and earlier.

2 It may be necessary to validate a database multiple times to correct all the
errors. Validate the database again, with the Read Only Validation option set to
True.

3 Back up the mended database with IBConsole or gbak. At this point, any
damaged records are lost, since they were not included during the back up. For
more information about database backup, see Chapter 8, “Database Backup
and Restore.”

4 Restore the database to rebuild indexes and other database structures. The
restored database should now be free of corruption.

5 To verify that restoring the database fixed the problem, validate the restored
database with the Read Only Validation option set to True.

Shutting down and restarting databases

Maintaining a database often involves shutting it down. Only the SYSDBA or the
owner of a database (the user who created it) can shut it down. The user who shuts
down the database then has exclusive access to the database.

Exclusive access to a database is required to:
e Validate and repair the database.
* Add or drop a foreign key on a table in the database.
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* Add a secondary database file.

After a database is shut down, the database owner and SYSDBA are still able to
connect to it, but any other user attempting to connect gets an error message
stating that the database is shut down.

Shutting down a database

To shut down a database, select a connected database from the Tree pane and
double-click Shutdown in the Work pane or choose Database | Maintenance |
Shutdown to display the Database Shutdown dialog:

Figure 6.7 Database shutdown dialog

.'E! Database Shutdown EHE
Databaze: employee.gdb
Options:
Shutdown Force shutdown after timeout j
Shutdown Timeout 5
Lancel |
Shutdown timeout options

You can specify a timeout value by selecting a new value from the drop-down list
of values or by typing the value in the edit portion of the drop-down list. Timeout
values can range from 1 minute to 500 minutes.

Shutdown options

You can specify shutdown options by selecting a new value from the drop-down
list of values. Shutdown option values include: Deny New Connections While
Waiting, Deny New Transactions While Waiting, and Force Shutdown After
Timeout.

Deny new connections while waiting

This option allows all existing database connections to complete their operations
unaffected. IBConsole shuts down the database after all processes disconnect from
the database. At the end of the timeout period, if there are still active connections,
then the database is not shut down.

This prevents any new processes from connecting to the database during the
timeout period. This enables current users to complete their work, while
preventing others from beginning new work.

Suppose the SYSDBA needs to shut down database orders.ib at the end of the day
(five hours from now) to perform routine maintenance. The Marketing
department is currently using the database to generate important sales reports.
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In this case, the SYSDBA would shut down orders.ib with the following
parameters:

¢ Deny New Connections.
¢ Timeout of 300 minutes (five hours).

These parameters specify to deny any new database connections and to shut down
the database any time during the next five hours when there are no more active
connections.

Any users who are already connected to the database are able to finish processing
their sales reports, but new connections are denied. During the timeout period, the
SYSDBA sends out periodic broadcast messages asking users to finish their work

by 6 p.m.

When all users have disconnected, the database is shut down. If all users have not
disconnected after five hours, then the database is not shut down. Because the
shutdown is not critical, it is not forced.

It would be inappropriate to deny new transactions, since generating a report
could require several transactions, and a user might be disconnected from the
database before completing all necessary transactions. It would also be
inappropriate to force shutdown, since it might cause users to lose work.

Deny new transactions while waiting

This option allows existing transactions to run to normal completion. Once
transaction processing is complete, IBConsole shuts down the database. Denying
new transactions also denies new database connections. At the end of the timeout
period, if there are still active transactions, then the database is not shut down.

This is the most restrictive shutdown option, since it prevents any new
transactions from starting against the database. This option also prevents any new
connections to the database.

Suppose the SYSDBA needs to perform critical operations that require shutdown
of the database orders.ib. This is a database used by dozens of customer service
representatives throughout the day to enter new orders and query existing orders.

At 5 p.m., the SYSDBA initiates a database shutdown of orders.ib with the
following parameters:

¢ Deny New Transactions.
¢ Timeout of 60 minutes.

These parameters deny new transactions for the next hour. During that time, users
can complete their current transactions before losing access to the database.
Simply denying new connections would not be sufficient, since the shutdown
cannot afford to wait for users to disconnect from the database.
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Important

During this hour, the SYSDBA sends out periodic broadcast messages warning
users that shutdown is happening at 6 p.m and instructs them to complete their
work. When all transactions have been completed, the database is shut down.

After an hour, if there are still any active transactions, IBConsole cancels the
shutdown. Since the SYSDBA needs to perform database maintenance, and has sent
out numerous warnings that a shutdown is about to occur, there is no choice but to
force a shutdown.

Force shutdown after timeout

With this option, there are no restrictions on database transactions or connections.
As soon as there are no processes or connections to the database, IBConsole shuts
down the database. At the end of the timeout period, if there are still active
connections, IBConsole rolls back any uncommitted transactions, disconnects any
users, and shuts down the database.

If critical database maintenance requires a database to be shut down while there
are still active transactions, the SYSDBA can force shut down. This step should be
taken only if broadcast messages have been sent out to users that shutdown is
about to occur. If users have not heeded repeated warnings and remain active,
then their work is rolled back.

This option does not deny new transactions or connections during the timeout
period. If, at any time during the timeout period, there are no connections to the
database, IBConsole shuts down the database.

Forcing database shutdown interferes with normal database operations, and
should only be used after users have been given appropriate broadcast notification
well in advance.

Restarting a database

After a database is shut down, it must be restarted (brought back online) before
users can access it.

To restart a database, select a previously shut down database from the Tree pane
and choose Database | Maintenance | Database Restart or double-click Database
Restart in the Work pane. The currently selected database is brought back online
immediately.

Limbo transactions

When committing a transaction that spans multiple databases, InterBase
automatically performs a two-phase commit. A two-phase commit guarantees that
the transaction updates either all of the databases involved or none of them—data
is never partially updated.
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Note

Limbo transactions

The Borland Database Engine (BDE), as of version 4.5, does not exercise the two-
phase commit or distributed transactions capabilities of InterBase, therefore
applications using the BDE never create limbo transactions.

In the first phase of a two-phase commit, InterBase prepares each database for the
commit by writing the changes from each subtransaction to the database. A
subtransaction is the part of a multi-database transaction that involves only one
database. In the second phase, InterBase marks each subtransaction as committed
in the order that it was prepared.

If a two-phase commit fails during the second phase, some subtransactions are
committed and others are not. A two-phase commit can fail if a network
interruption or disk crash makes one or more databases unavailable. Failure of a
two-phase commit causes limbo transactions, transactions that the server does not
know whether to commit or roll back.

It is possible that some records in a database are inaccessible due to their
association with a transaction that is in a limbo state. To correct this, you must
recover the transaction using IBConsole. Recovering a limbo transaction means
committing it or rolling it back. Use gfix to recover transactions.

Recovering transactions

You can recover transactions by any of the following methods:

* Select a connected database in the Tree pane and double-click Transaction
Recovery in the Work pane or choose Database | Maintenance | Transaction
Recovery.

¢ Right-click a connected database in the Tree pane and choose Maintenance |
Transaction Recovery from the context menu.

The Transaction Recovery dialog contains two tabs, Transactions and Details. The
Transactions tab displays a list of limbo transactions that can then be recovered—
that is, to committed or rolled back. You can also seek suggested recovery actions
and set current actions to perform on the selected limbo transactions. The Details
tab displays detailed information about a selected transaction.

Transaction tab

All the pending transactions in the database are listed in the text area of the
Transactions tab. You can roll back, commit, or perform a two-phase commit on
such transactions.
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Figure 6.8  Transaction Recovery: limbo transactions
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To recover limbo transactions
1 Select a limbo transaction in the table.

2 The Connect Path text field displays the current path of the database file for the
selected transaction, if it is a multi-database transaction. You can change the
target database path, if necessary, by overwriting the current path.

The information on the path to the database was stored when the client
application attempted the commit. It is possible that the path and network
protocol from that machine does not work from the client which is now running
IBConsole. Before attempting to roll back or commit any transaction, confirm
the path of all involved databases is correct.

When entering the current path, be sure to include the server name and
separator indicating communication protocol. To use TCP/IP, separate the
server and directory path with a colon (:). To use NetBEUI, precede the server
name with either a double backslash (\\) or a double slash (//), and then
separate the server name and directory path with either a backslash or a slash.

3 If you want to continue with the transaction recovery process select a repair
option and click Repair, otherwise click Cancel. To determine the recommended
action, click on the transaction and select the Details tab. For further
information about transaction recovery suggestions, see “Details tab” below.

Details tab

The Details tab displays the host server, the remote server, database path, and
recommended action: either commit or rollback. If you want to continue with the
transaction recovery process select a repair option and click Repair, otherwise click
Cancel.
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Viewing the administration log

Viewing the administration log

IBConsole displays the administration log file in a standard text display window,
the Administration Log dialog, which can be accessed by any of the following

methods:

* Select a server (or any branch under the server hierarchy) in the Tree pane and

choose Server | View Logfile.

* Right-click the desired server in the Tree pane and choose View Logfile from the

context menu.

e Under the desired server, select Server Log in the Tree pane and then double-

click View Logfile in the Work pane.

Figure 6.10 Administration Log dialog
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The standard text display window enables you to search for specific text, save the
text to a file, and print the text. For an explanation of how to use the standard text
display window, see “Standard text display window” on page 2-7.

gfix command-line tool

The gfix tool performs a number of maintenance activities on a database,

including the following:

¢ Database shutdown

¢ Changing database mode to read-only or read-write

¢ Changing the dialect of a database

* Setting cache size at the database level

¢ Committing limbo transactions

* Mending databases and making minor data repairs

* Sweeping databases

¢ Displaying, committing, or recovering limbo transactions

To run gfix, you must attach as either SYSDBA or the owner of the database. Most
of these actions can also be performed through IBConsole.

Syntax gfix [options] db_name

Options  In the OPTION column of the following table, only the characters outside the
brackets ([ ]) are required. You can specify additional characters up to and
including the full option name. To help identify options that perform similar
functions, the TASK column indicates the type of activity associated with an option.

Table 6.4 gfix options
Option

-ac[tivate]

-at[tach] n

-b[uffers] n

-clommit] {ID | all}

Task

Activate
shadows

Shutdown

Cache buffers

Transaction
recovery

Description

Activate shadows when the database dies.
NOTE: syntax is gfix -ac (no database
name)

Used with -shut to prevent new database
connections during timeout period of n
seconds; shutdown is canceled if there are
still processes connected after n seconds

Sets default cache buffers for the database
to n pages

Commits limbo transaction specified by ID
or commit all limbo transactions
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Table 6.4 gfix options (continued)

Option

-force n

-fu[ll]

-h[ousekeeping] n

-i[gnore]

K[ill]

-1[ist]

-m[end]

-molde]
[read_write | read_only}

-n[o_update]

-o[nline]

-pa[ssword] text

-prlompt]

Task

Shutdown

Data repair

Sweeping

Data repair

Drop shadows

Transaction
recovery

Data repair

Set access
mode

Data repair

Shutdown

Remote access

Transaction
recovery

gfix command-line tool

Description

Used with -shut to force shutdown of a
database after n seconds; this is a drastic
solution that should be used with caution

Used with -v to check record and page
structures, releasing unassigned record
fragments

Changes automatic sweep threshold to n
transactions
* Setting 1 to 0 disables sweeping
¢ Default threshold is 20,000 transactions
(see “Overview of sweeping” on
page 6-20)
¢ Exclusive access not needed

Ignores checksum errors when validating
or sweeping; InterBase supports true
checksums only for ODS 8 and earlier.

* Drops unavailable shadows.
¢ Syntax is gfix -k (no database name)

Displays IDs of each limbo transaction and
indicates what would occur if -t were used
for automated two-phase recovery

Marks corrupt records as unavailable, so
they are skipped (for example, during a
subsequent backup)

* Sets mode of database to either read-only
or read-write

¢ Default table mode is read_write

* Requires exclusive access to the database

Used with -v to validate corrupt or
misallocated structures; structures are
reported but not fixed

Cancels a -shut operation that is scheduled
to take effect or rescinds a shutdown that is
currently in effect

Checks for password text before accessing a
database

Used with -1 to prompt for action during
transaction recovery
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Examples

Table 6.4 gfix options (continued)

Option Task
-r[ollback] {ID | all} Transaction
recovery
-sh[ut] Shutdown
-sq[l_dialect] n Database
dialect
-swleep] Sweeping
-tr[an] n Shutdown
-twlo_phase] {ID | all} Transaction
recovery

-user name Remote access

-v[alidate] Data repair

Database
writes

-wlrite] {sync | async}

-7

Description

Rolls back limbo transaction specified by
ID or roll back all limbo transactions

¢ Shuts down the database

* Must be used in conjunction with -attach,
-force, or -tran

Changes database dialect to n
¢ Dialect 1 = InterBase 5.x compatibility

¢ Dialect 3 = Current InterBase with SQL92
features

Forces an immediate sweep of the database
¢ Useful if automatic sweeping is disabled
* Exclusive access is not necessary

Used with -shut to prevent new
transactions from starting during timeout
period of n seconds; cancels shutdown if
there are still active transactions after n
seconds

Performs automated two-phase recovery,
either for a limbo transaction specified by
ID or for all limbo transactions

Checks for user name before accessing a
remote database

Locates and releases pages that are
allocated but unassigned to any data
structures; also reports corrupt structures

Enables or disables forced (synchronous)
writes

sync enables forced writes; async enables
buffered writes

Shows version of gfix and of the InterBase
engine

The following example changes the dialect of the customer.ib database to 3:

gfix -sgl 3 customer.ib

The following example changes the customer.ib database to read-only mode:

gfix -mo read-only customer.ib
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gfix error messages

Table 6.5 gfix database maintenance error messages

Error Message

Database file name <string>
already given

Invalid switch

Incompatible switch combinations

More limbo transactions than fit.
Try again.

Numeric value required

Please retry, specifying <string>

Transaction number or “all”
required
-mode read_only or read_write

“read_only” or “read_write”
required

Causes and Suggested Actions to Take

A command-line option was interpreted as a database
file because the option was not preceded by a hyphen
(-) or slash (/). Correct the syntax.

A command-line option was not recognized.

You specified at least two options that do not work
together, or you specified an option that has no
meaning without another option (for example, -full
by itself).

The database contains more limbo transactions than
gfix can print in a single session. Commit or roll back
some of the limbo transactions, then try again.

The -housekeeping option requires a single, non-
negative argument specifying number of transactions
per sweep.

Both a file name and at least one option must be
specified.

You specified -commit, -rollback, or -two_phase
without supplying the required argument.

The -mode option takes either read_only or
read_write as an option.

The -mode option must be accompanied by one of
these two arguments.

Chapter 6 Database Configuration and Maintenance
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Licensing

This chapter describes licensing options and mechanisms for InterBase.

Software activation certificates

To install and use the InterBase software, you must have one or more software
activation certificates (also sometimes called “license certificates”). Each certificate
bears a unique ID and key pair that enables a specific functionality. During
installation, you are required to enter exactly one valid certificate ID and key pair.
Follow the instructions below to enter additional certificate ID/key pairs—and
therefore functionality—to InterBase.

The InterBase Media Kit contains the CD-ROM for your platform. You order
software activation certificates as needed to enable InterBase functionality. You can
purchase additional functionality—such as a greater number of concurrent
users—at any time through your sales representative.

Your initial InterBase kit includes licensing for the InterBase client at no additional
cost.

License registration tools

On Windows platforms, you can add and remove certificate ID and key numbers
using IBConsole.

On all platforms, you can add and remove certificate ID and key numbers using
the iblicense utility at the system prompt.
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Using IBConsole

IBConsole permits you to add, remove, and view certificate ID and key numbers
on Windows platforms.

Viewing existing licenses
1 In IBConsole, connect to the server for which you wish to view ID/keys.

2 Expand the node for that server and click Certificates.

=10l x|

Console  Wiew Server Database Tools Windows Help

¥W|ié|um T

@ InterB ase Servers | | Certificate 1D || Certificate Key | Description
E| "‘E] Local Server E Custom license  24-bf-8d-7e Customized license entry created by means o
[ @ Databases E Exp: 3-JAM-2003 95-53-46-fa Evaluation InterB aze Server licensze and sim

..... & Backup

..... Certificates

| ServerLog
- % Users

E| 'g Elzewhere

=E @ D atabases

i @ employes. gdb

------ 2| Certificates
...... |"3;-°1 Gerver | nn Jad | KN | ]

|Server: Local Server [ User: svspBEA 2ob 2

The Work pane displays all current certificate IDs and keys for that server.

Addlng a certificate ID/key
Have the certificate IDs and keys handy.

2 InIBConsole, connect to the server to which you are adding the certificate
ID/keys.

3 Choose Server | Add Certificate or right-click and choose Add Certificate from
the context menu.

Figure 7.1  The Add Certificate dialog

#f Add Certificate : ed [

Pleaze type in the Certificate D and the Certificate
Key exactly as they appear on your license
agreement.

Certifizate 1D: I

Certificate Key: I

OEK. Cancel
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4 Enter the Certificate ID and Certificate Key numbers in the appropriate fields
and click OK.

InterBase adds the license information to the ib_license.dat file.

5 Restart the server process for the change to take effect.

Deleting a certificate ID/key

1 In IBConsole, connect to the server that you are deleting the certificate ID/keys
from.

2 Expand the node for that server and click Certificates.
3 In the Work pane, highlight the certificate you want to remove.

4 Choose Server | Remove Certificate. When you are asked if you're sure you
want to remove the certificate, choose Yes.

5 Restart the server process for the change to take effect.

Command-line registration utility

The iblicense utility is available on all platforms. When you use it to add
certificate ID/key pairs, be sure to have the them handy before you begin.

You must run iblicense on the machine where the license file resides.

Command-line syntax
To add only one ID/key, use the following syntax:

iblicense -command [-option parameter ...]
For example:
iblicense -add -key KEYSTRING -id IDNUMBER

To add several ID/keys in one session, invoke iblicense with no arguments.

iblicense
IB_LICEN> command [-option parameter ..]
IB_LICEN> command [-option parameter ..]

IB_LICEN> Quit

After an add or remove command succeeds, you must restart the server to ensure
that the new license is being used.

Removing keys When you remove a key, InterBase saves the current state of the
license file in a backup file, named ib_bckup.dat.
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Options Commands are:

Table 7.1 iblicense commands and their options

Command/option Description

add -key keynumber -id idnumber Adds a new license key; the key number and ID
number are on your Software Activation Certificate

display Displays all current keys
remove -key key Removes a key

help Prints this list

quit Exits prompt mode

z Displays the version

Arguments to the add and remove commands listed above are:

Table 7.2 iblicense options

Option Description
key License key value
id License id value

You can abbreviate a command or option by issuing the initial letters until you
have uniquely identified it.

Once the command has been issued, the utility reports whether or not the
operation succeeded.

Examples The following are examples of using the iblicense utility.
¢ Adding a key:
iblicense -add -key 00-b-90-21 -id 50-60--71-XXXx-01234
* Removing a key:
iblicense -r -k 00-b-90-21
¢ Displaying keys:
iblicense -display
¢ Displaying help:
iblicense -h

Note The example ID/key pairs above are fictional and do not enable a server.
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Available certificates

Each software activation certificate enables a specific piece of functionality, which
is identified in the box that contains the Certificate ID and key numbers.

Table 7.3 Certificate keys available for InterBase

Certificate Functionality
Server Activation Activates local access to the server for one (1) user
Metadata Allows database metadata manipulation for the server; that is,

SQL statements CREATE, ALTER, and DROP

Remote Access Enables the server to accept requests for database access from
remote clients

Client Capability Allows the software to act as a client and to connect to other
InterBase servers

Desktop InterBase Activates local access to the server for two users, with
metadata and client capabilities

Simultaneous Users Regulates the number of clients that can connect to this server
at the same time; clients can be local or remote

Internet Access Allows use of the InterBase server with Web servers

Per-processor Allows additional CPUs to be used simultaneously by the
InterBase server

A note on simultaneous connections

The USERS component of an InterBase license string indicates the maximum
number of clients that can simultaneously connect to databases on the server host.
The number following the word USERS determines the number of distinct users
that can connect at one time. Each user can have up to four connections.

The lines in the license file must be unique. InterBase ignores duplicate instances
of a certificate ID.

In Borland Delphi and other VCL-based Borland tools, each TTable and TQuery
component establishes a separate connection to the database by default, and
therefore counts toward the connection limit. You should instead use a TDatabase
component to connect to the database and associate each T'Iable and TQuery with
the TDatabase. This way, the application uses only one database connection per
TDatabase.
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The InterBase license file

Information about what functionality has been enabled is stored in the
ib_license.dat file in the InterBase install directory on both Windows and UNIX.
IBConsole’s Add Certificate function (Windows) and the iblicense utility (all
platforms) both write to this file. Users do not have to write to this file directly.
This section describes the contents of this file.

Elements in the ib_license.dat file
Each line of ib_license.dat contains four or more components, listed in the table
below:

Table 7.4 InterBase components

Component Description

COMMENT string Descriptive comments (optional)

ID string Unique identification for a key

KEY string Encoded key you need to activate a server capability

OPTIONS string Set of single-character codes for enabling specific
InterBase server or client functionality; see below

PRODUCT name INTERBASE

UNTIL date Expiration date of the license (optional)

USERS n User limit for the attachment governor; see below

VERSION string Code for InterBase platform; for example, “WI” for

Windows, “SO” for Solaris, and “LI” for Linux

The KEY component is a form of password, encoded from the combination of all
the other components present in the license key string. You need the KEY in order
to activate the capabilities specified in OPTIONS. Any change to the components,
such as adding to the OPTIONS or altering the number of USERS, invalidates the KEY
because the KEY is based on the specific values of the components.

Options in the ib_license.dat file

The capabilities of an InterBase installation are determined by the options present
in the license file. Each license line in the file contains some number of single-letter
option codes in the OPTIONS component of the line. The options and the respective
functions they enable are listed below:
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Table 7.5 InterBase license options

Option Enables functionality

D Metadata changes with CREATE, ALTER or DROP statements

E External table access

I Internal table access

J For Type 3 InterClient only: Listening server capability (like the “S”

option) for the InterServer component of InterClient; appears in
InterServer’s license file, not InterBase’s

Query tool (isql)
Client capability; required for clients

Server capability; required for servers

s © %0

Access license with unlimited users

Licensing multiple instances of InterBase

Running multiple instances of InterBase on the same machine simultaneously
requires that each instance of the InterBase server be properly licensed and only
use the licenses that it is supposed to.

Licensing multiple instances of InterBase is dependent on the location of the
installation. Which instance of InterBase used by a client application is directed by
the INTERBASE environmental variable. The INTERBASE environmental variable
contains the directory path of the specific InterBase install. InterBase uses the
directory path contained in the INTERBASE environmental variable to locate the
the InterBase security database (admin.ib), the InterBase license file
(ib_license.dat), the InterBase registration files (SLIP and reg* files, and

borland lic), and necessary runtime files (interbase.msg, libborland_Im.[dll, so]),
etc.
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Database Backup and Restore

A database backup saves a database to a file on a hard disk or other storage
medium. To protect a database from power failure, disk crashes, or other potential
data loss, you should regularly back up the database. For additional safety, it is
recommended to store the backup medium in a different physical location from
the database server.

A database restore re-creates a database from a backup file.

Benefits of backup and restore

Operating systems usually include facilities for archiving files. Using InterBase’s
gbak utility or IBConsole to backup and restore databases offers several
advantages over system backup methods. The InterBase backup and restore
process accomplishes the following:

Improves database performance by performing garbage collection on outdated
records, and by balancing indexes.

Reclaims space occupied by deleted records and packs the remaining data; this
often reduces database size.

Gives you the option of changing the database page size or distributing the
database among multiple files or disks.

Enables backups to run concurrently while other users are using the database.
You do not have to shut down the database to run a backup. However, any data
changes that clients commit to the database after the backup begins are not
recorded in the backup file.

Provides you with a platform-independent, stable snapshot of the database for
archiving purposes.

Chapter 8 Database Backup and Restore 8-1



Backing up a database using IBConsole

* Creates a database backup to a disk file or to a named tape device.
* Upgrades the ODS.

New major releases of the InterBase server often contain changes to the on-disk
structure (ODS). If the ODS has changed and you want to take advantage of any
new InterBase features, upgrade your databases to the new ODS.

You need not upgrade databases to use a new version of InterBase. The new
versions can still access databases created with a previous version, but cannot take
advantage of any new InterBase features.

To upgrade existing databases to a new ODS, perform the following steps:

1 Before installing the new version of InterBase, back up databases using the old
version.

2 Install the new InterBase server.

3 Once the new server is installed, restore the databases using the new gbak.

Database ownership

Although backing up a database can be performed only by the owner or SYSDBA,
any user can restore a database as long as they are not restoring it over an existing
database. A restored database file belongs to the user ID of the person who
performed the restore. This means that backing up and restoring a database is a
mechanism for changing the ownership of a database. It also means that an
unauthorized user can steal a database by restoring a backup file to a machine
where he knows the SYSDBA password. It is important to ensure that your backup
files are secured from unauthorized access.

Note To restore a database over an existing database, you must be SYSDBA or the owner
of the existing database.

Backing up a database using IBConsole

This section describes the steps in backing up a database. The following section,
“Backup options,” describes each of the options.

Use the Database Backup dialog to back up a database. To access this dialog, select
a logged-in server from the list of available servers displayed in the Tree pane and
continue with any of the following methods:

* Select Databases or any database under the Databases hierarchy and choose
Database | Maintenance | Backup /Restore | Backup.

¢ Right-click any connected database under the Databases hierarchy and choose
Backup/Restore | Backup from the context menu.
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* Select a connected database under the Databases hierarchy and double-click
Database Backup in the Work pane.

* Select a database alias under Backup in the Tree pane and double-click Backup
in the Work pane.

Each of these actions displays the Database Backup dialog;:

Figure 8.1 Database backup dialog
'E! Database Backup EHE
Database Options:
Server. dbserve m
Alias: IEMPLDYEE j Metadata Only False
Garbage Collection Falze
~Backup Fie(s] Transactions in Limbo | Process
: Checksums Frocess
gt Idbserve j Convert to Tables False
Alizs: IEMPLUYEE BACKUF j Yerbose Dutput ToScreen

Filename(z]

| Size[Bytes] I -

employes. gbk 1024

|

oK

| Lancel I

To back up a database

1 Check the database server to make sure the server indicated is correct. If it is
not, cancel this dialog and re-initiate the Database Backup dialog under the
correct server.

2 If you accessed the Database Backup dialog from a database alias, the Alias
tield is automatically assigned. If you accessed the Database Backup dialog
from the Databases menu, then you must select an alias from the list of database
aliases.

The database alias references the associated database file name, so you need
only specify the alias name, not the actual database filename, when indicating
the database to back up. If the database spans multiple files, the server uses the
header page of each file to locate additional files, so the entire database can be
backed up based on the alias filename.

3 Select a destination server from a list of registered servers in the Backup Files
Server drop-down list.

4 Once a destination server has been selected, a list of backup file aliases is
available from the Backup Files Alias drop-down list. If you want to overwrite
an existing backup file, select the appropriate file from the drop-down list. If
you want to create a new backup file, you can type a new alias name in the
Backup File(s) Alias field.
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5 Indicate where the backup is to be stored by entering one or more filenames,
specifying a size for each file, in the Backup File(s) table. To insert a new row
into the Backup File(s) table, move to the last row and column in the table and

type (G)-[@).

When entering a filename, make sure to include the file path unless you wish to
write the file to the current working directory.

If you select an existing backup alias, the table displays all the filenames and file
sizes of that alias. You can edit any information within this table. To add
another file to the backup file list, enter a new filename at the end of the table.
To remove a file from the backup file list, delete the values in the table.

6 You can specify backup options by entering a valid value, by clicking the option
value and choosing a new value from a drop-down list of values, or by
double-clicking the option value to rotate its value to the next in the list of
values. See “Backup options” below for descriptions of these options.

7 Click OK to start the backup.

Note Database files and backup files can have any name that is legal on the operating
system; the gdb and gbk file extensions are InterBase conventions only. Because files
that have the gdb extension automatically get backed up whenever they are touched
in some versions of Windows XP and ME, InterBase now recommends using an ib
extension for database files and ibk for backup files.

A backup file typically occupies less space than the source database because it
includes only the current version of data and incurs less overhead for data storage.
A backup file also contains only the index definition, not the index data structures.

If you specify a backup file that already exists, IBConsole overwrites it. To avoid
overwriting, specify a unique name for the backup file.

Backup options

The backup options are shown on the right side of the Database Backup dialog.
You can specify options by entering a value, by clicking the option value and
choosing a new value from a drop-down list of values, or by double-clicking the
option value to rotate its value to the next in the list of values.
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Figure 8.2 Database backup options

Options:
Metadata Only Falze
Garbage Collection Falze
Transactions in Limbo | Process
Checksums Frocess
Convert to Tables False
Werbose Output True

Format

Option values are Transportable and Non-transportable.

To move a database to a machine with an operating system different from the one
under which the backup was performed, make sure the Format option is set to
Transportable. This option writes data in a generic format, enabling you to move
to any machine that supports InterBase.

Never copy a database from one location to another. Back it up and then restore it
to the new location.

Metadata Only

Option values are True and False.

When backing up a database, you can exclude its data, saving only its metadata.
You might want to do this to:

e Retain a record of the metadata before it is modified.

¢ Create an empty copy of the database. The copy has the same metadata but can
be populated with different data.

To back up metadata only, select True for the Metadata Only option.

You can also extract a database’s metadata using isql. isql produces a SQL data
definition text file that contains the SQL code used to create it. IBConsole backup
Metadata Only creates a binary backup file containing only metadata.

This function corresponds to the -metadata option of gbak.

Garbage collection
Option values are True and False.

By default, IBConsole performs garbage collection during backup. To prevent
garbage collection during a backup, set the Garbage Collection option value to
False.
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Tip

Note

Garbage collection marks space used by old versions of data records as free for
reuse. Generally, you want IBConsole to perform garbage collection during
backup.

You do not want to perform garbage collection if there is data corruption in old
record versions and you want to prevent InterBase from visiting those records
during a backup.

This function corresponds to the -garbage_collect option of gbak.

Transactions in limbo
Option values are Process and Ignore.

To ignore limbo transactions during backup, set the Transactions in Limbo option
value to Ignore.

When IBConsole ignores limbo transactions during backup, it ignores all record
versions created by any limbo transaction, finds the most recently committed
version of a record, and backs up that version.

Limbo transactions are usually caused by the failure of a two-phase commit. They
can also exist due to system failure or when a single-database transaction is
prepared.

Before backing up a database that contains limbo transactions, it is a good idea to
perform transaction recovery, by choosing Database | Maintenance |

Transaction Recovery in the Database Maintenance window. Refer to “Recovering
transactions” on page 6-33 for more information.

This function corresponds to the -limbo option of gbak.

Checksums

For performance reasons, InterBase supports true checksums only for ODS 8 and
earlier. For ODS 9 and later, InterBase always generates the string “12345” as the
checksum. This maintains compatibility with older versions.

Option values are Process and Ignore.
To ignore checksums during backup, set the Checksums option value to Ignore.

A checksum is a page-by-page analysis of data to verify its integrity. A bad
checksum means that a data page has been randomly overwritten; for example,
due to a system crash.

Checksum errors indicate data corruption, and InterBase normally prevents you
from backing up a database if bad checksums are detected. Examine the data the
next time you restore the database.

This function corresponds to the -ignore option of gbak.
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Convert to Tables
To convert external files to internal tables, set the Convert to Tables option value to
True.

This function corresponds to the -convert option of gbak.

Verbose Output

Option values are None, To Screen and To File.

To monitor the backup process as it runs, set the Verbose Output option value to
To Screen. This option opens a standard text display window to display status
messages during the backup. For example:

Figure 8.3 Database backup verbose output

Bz Database Backup =] 3
File Edit
(= =4

ghak: readied databaze C:\program files\InterB aze Eorp\database\j

ghak: creating file c:\temptemployes. gbk
ghak: starting transaction

ghak: database c:\tempiemployes.gdb has a page size of 1024 byt
ghak: writing domaing

ghak:  writing domain FIRSTHAME
ghak:  writing domain LASTHAME
ghak:  writing domain EMPNO

ghak:  writing domain DEFTHO

ghak:  writing domain JOECODE

ghak:  writing domain SALARY

gbak:  writing domain RDB$1

gbak:  writing domain RDE$2

ghak: writing shadow files

ghak: writing tables -
<| | »
[Line: 2 Col 1 [ [ v

The standard text display window enables you to search for specific text, save the
text to a file, and print the text. For an explanation of how to use the standard text
display window, see “Standard text display window” on page 2-7.

This function corresponds to the -verbose option of gbak.

Transferring databases to servers running
different operating systems

1 Set the Format option to Transportable in the Database Backup dialog.
2 Back up the database.

3 If you backed up to a removable medium, proceed to Step 4. If you created a
backup file on disk, use operating-system commands to copy the file to a
removable medium, such as a tape. Then load the contents of the medium onto
another machine, or copy it across a network to another machine.

4 On the destination machine, restore the backup file. If restoring from a

removable medium, such as tape, specify the device name instead of the backup
file.
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Restoring a database using IBConsole

Use the Database Restore dialog to restore databases. To access this dialog, select a
server from the list of available servers displayed in the Tree pane and continue
with one of these possible methods:

¢ Select anything under the databases hierarchy and choose Database | |
Maintenance | Backup /Restore | Restore.

¢ Double-click any backup alias name under the Backup hierarchy.

¢ Right-click Backup or any backup alias name under the Backup hierarchy and
choose Restore from the context menu.

® Select any backup alias name under Backup and click Restore in the Work pane.

The Database Restore dialog appears:

Figure 8.4 Database Restore dialog
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Important  When restoring a database, do not replace a database that is currently in use.

To restore a database

1 Check the source Backup File(s) Server to make sure the server indicated is
correct. If it is not, cancel this dialog and re-initiate the Database Restore dialog
under the correct server.

2 If you accessed the Database Restore dialog from a backup alias, then the Alias
field is automatically assigned. If you accessed the Database Restore dialog
from Backup, then you must select an alias from the list of backup aliases.
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Note The backup alias references the associated backup file names, so you need
only specify the alias name, not the actual backup file name, when indicating
the backup to restore. If the backup spans multiple files, the server uses header
page of each file to locate additional files, so the entire backup can be restored
based on the alias filename.

If you choose a backup file alias, the Backup File(s) table displays the associated
backup files. If you do not specify a backup file alias, then you can either enter
the backup filenames manually, or browse for the file by selecting File from the
Alias drop-down list. If you enter the file name manually, include the complete
path. It is important that you include all filenames associated with the restore.

To insert a new row into the Backup File(s) table, move to the last row and
column in the table and type [ct]-(Ta).

Select a destination server from a list of registered servers in the Database
Server drop-down list.

If you want to restore to an existing database, select its alias from the Database
Alias drop-down list. If you want to restore to a new database, type a new alias
name in the Database Alias field.

In the Filename(s) / Pages table, enter one or more filenames for the restored
database and specify the number of pages required for each file. Include the
complete path unless you want to place the files in the current working
directory. To insert a new row into the Database table, move to the last row and

column in the table and type [(cui]-(Ta).

You might want to restore a database to multiple files to distribute it among
different disks, which provides more flexibility in allocating system resources.

If you selected an existing database alias, the Database table displays all the
associated filenames and number of pages. You can edit any information within
this table. You can add another file to the database file list by entering a new
filename at the end of the table. You can remove a file from the list by deleting
the values in the table.

Note You cannot restore a database to a network file system (mapped drive).

You can specify options for the restore by entering a valid value, by clicking the
option value and choosing a new value from a drop-down list of values or by
double-clicking the option value to rotate its value to the next in the list of
values. See “Restore options” below for a description of these options.

Click OK to start the restore.

Typically, a restored database occupies less disk space than it did before being
backed up, but disk space requirements could change if the ODS version
changes. For information about the ODS, see “Benefits of backup and restore”
on page 8-1.
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Note The InterBase restore utility allows you to restore a database successfully even if for
some reason the restore process could not rebuild indexes for the database. For
example, this can occur if there is not enough temporary disk space to perform the
sorting necessary to build an index. If this occurs, the database is restored and
available, but indexes are inactive. After the restore completes, use ALTER INDEX to
make the indexes active.

Restore options

The restore options are shown on the right side of the Database Restore dialog.
You can specify options by entering a value, by clicking the option value and
choosing a new value from a drop-down list of values, or by double-clicking the
option value to rotate its value to the next in the list of values.

Figure 8.5 Database restore options

Options:
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Commit After Each Table | False
Create Shadow Files True
Deactivate indices False
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Usze All Space Falze
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Page Size

InterBase supports database page sizes of 1024, 2048, 4096 8192, and 1638 bytes.
The default is 4096 bytes. To change the page size, back up the database and then
restore it, modifying the Page Size option in the Database Restore dialog.

Changing the page size can improve performance for the following reasons:

¢ Storing and retrieving Blob data is most efficient when the entire Blob fits on a
single database page. If an application stores many Blobs exceeding 4KB, using
a larger page size reduces the time for accessing Blob data.

¢ InterBase performs better if rows do not span pages. If a database contains long
rows of data, consider increasing the page size.

¢ If a database has a large index, increasing the database page size reduces the
number of levels in the index tree. Indexes work faster if their depth is kept to a
minimum. Choose Database | Maintenance | Database Statistics to display index
statistics, and consider increasing the page size if index depth is greater than
three on any frequently used index.
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¢ If most transactions involve only a few rows of data, a smaller page size may be
appropriate, because less data needs to be passed back and forth and less
memory is used by the disk cache.

This function corresponds to the -page_size option of gbak.

Overwrite
Option values are True and False.

IBConsole cannot overwrite an existing database file unless the Overwrite option
value is set to True. If you attempt to restore to an existing database name and this
option is set to False, the restore does not proceed.

To restore a database over an existing database, you must be the owner of the
existing database or SYSDBA.

Do not replace an existing database while clients are operating on it. When
restoring to an existing file name, a safer approach is to rename the existing
database file, restore the database, then drop or archive the old database as
needed.

This function corresponds to the -replace option of gbak.

Commit After Each Table
Option values are True and False.
Normally, IBConsole restores all metadata before restoring any data. If you set the

Commit After Each Table option value to True, IBConsole restores the metadata
and data for each table together, committing one table at a time.

This option is useful when you are having trouble restoring a backup file. This can
happen if the data is corrupt or is invalid according to integrity constraints.

If you have a problem backup file, restoring the database one table at a time lets
you recover some of the data intact. You can restore only the tables that precede
the bad data; restoration fails the moment it encounters bad data.

This function corresponds to the -one_at_a_time option of gbak.

Create Shadow Files

Shadow files are identical, physical copies of database files in a database. To
recreate shadow files that were saved during the backup process set the Create
Shadow Files option to True. For further information on shadowing see
“Shadowing” on page 6-12.

Deactivate Indexes
Option values are True and False.
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Normally, InterBase rebuilds indexes when a database is restored. If the database
contained duplicate values in a unique index when it was backed up, restoration
fails. Duplicate values can be introduced into a database if indexes were
temporarily made inactive (for example, to allow insertion of many records or to
rebalance an index).

To enable restoration to succeed in this case, set the Deactivate Indexes option to
True. This makes indexes inactive and prevents them from rebuilding. Then
eliminate the duplicate index values, and re-activate indexes through ALTER INDEX
in isql.

A unique index cannot be activated using the ALTER INDEX statement; a unique

index must be dropped and then created again. For more information about
activating indexes, see the Language Reference.

Tip The Deactivate Indexes option is also useful for bringing a database online more
quickly. Data access is slower until indexes are rebuilt, but the database is
available. After the database is restored, users can access it while indexes are
reactivated.

This function corresponds to the -inactive option of gbak.

Validity Conditions

Option values are Restore and Ignore.

If you redefine validity constraints in a database where data is already entered,
your data might no longer satisfy the validity constraints. You might not discover
this until you try to restore the database, at which time an error message about
invalid data appears.

Important  Always make a copy of metadata before redefining it; for example, by extracting it
using isql.

To restore a database that contains invalid data, set the Validity Conditions option
to Ignore. This option deletes validity constraints from the metadata. After the
database is restored, change the data to make it valid according to the new
integrity constraints. Then add back the constraints that were deleted.

This option is also useful if you plan to redefine the validity conditions after
restoring the database. If you do so, thoroughly test the data after redefining any
validity constraints.

This function corresponds to the -no_validity option of gbak.

Use All Space

Option values are True and False.

To restore a database with 100% fill ratio on every data page, instead of the default
80% fill ratio, set the Use All Space option to True.

This function corresponds to the -use_all_space option of gbak.
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Verbose Output

Option values are None, To Screen, and To File.

To monitor the restore process as it runs, set the Verbose Output option to To
Screen. This option opens a standard text display window to display status
messages during the restore. For example:

Figure 8.6  Database restore verbose output

Bz Database Restore =] 3
File Edit
(= =4

ghak: opened file c\temphemployes. gbk j

ghak: transportable backup - data in %DR format
ghak: backup file iz compressed

ghak: created databaze C:\temphemp.gdb, page_size 1024 bytes
ghak: started transaction

ghak: restoring domain FIRSTHAME

ghak: restoring domain LASTHAME

ghak: restoring domain EMPNO

ghak: restoring domain DEFTHO

ghak: restoring domain JOECODE

ghak: restoring domain SALARY

gbak: restoring domain RDE$1

gbak: restoring domain RDB$2

ghak: restoring shadow files

ghak: restoring tables -
4] | »
[Line: 2 Col 1 [ [ v

The standard text display window enables you to search for specific text, save the
text to a file, and print the text. For an explanation of how to use the standard text
display window, see “Standard text display window” on page 2-7.

This function corresponds to the -verbose option of gbak.

gbak command-line tool

Syntax

The gbak command-line tool allows both back up or restore of a database, with
options for changing specified database characteristics. Only SYSDBA or database
owner can back up a database.

Database backup

When backing up a multifile database, specify only the first file name of the
database.

For backing up to a single file
gbak [-b] [options] database target

For backing up to multiple files
gbak [-b] [options] database targetl sizellkl|mlg] target2 [size2[klmlg] target3
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Table 8.1 gbak arguments

Argument Description
database * Name of a database to back up

¢ For a multifile database, the name of the first database file
target Name of a storage device or backup file to which to back up

¢ On UNIX, can also be stdout, in which case gbak writes its output to
the standard output (usually a pipe)

* No size need be specified when restoring to a single file, since the
database always expands as needed to fill all available space

size

Length of a backup file or restored database file

¢ The only permissible unit for a restored database file is database
pages; minimum value is 200

¢ Default unit for a backup file is bytes

e Size of backup files can also be specified in kilobytes, megabytes, or
gigabytes

* Do not specify a size for the final backup file or database file; the last
file always expands as needed to fill all available space

Options  In the OPTION column of the following tables, only the characters outside the
square brackets ([ ]) are required.

Table 8.2 lists the options to gbak that are available for creating backups.

Table 8.2 gbak backup options
Option

Description

-b[ackup_database]
-co[nvert]
-e[xpand]

-fa[ctor| n
-glarbage_collect]

-ig[nore]

-1[imbo]
-m[etadata]

-nt
-ol[d_descriptions]

-pas[sword] text

Backs up database to file or device
Converts external files as internal tables
Creates a noncompressed back up

Uses blocking factor n for tape device
Does not garbage collect during backup

Ignores checksums during backup; Note: InterBase
supports true checksums only for ODS 8 and earlier

Ignores limbo transactions during backup
Backs up metadata only, no data

Creates the backup in nontransportable format
Backs up metadata in old-style format

Checks for password text before accessing a database
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Table 8.2 gbak backup options (continued)

Option Description

-role name Connects as role name

-se[rvice] servicename ¢ Creates the backup files on the host where the original
database files are located, using InterBase’s Service
Manager

e servicename invokes the Service Manager on the server
host; syntax varies with the network protocol in use:

TCP/IP hostname: service_mgr

Named pipes \\hostname\service_mgr

Local service_mgr
-t[ransportable] Creates a transportable backup [default]
-user name Checks for user name before accessing remote database
-v[erbose] Shows what gbak is doing

-y [file | suppress_output] Direct status messages to file; file must not already exist;
suppress_output suppress output messages

-z Show version of gbak and of InterBase engine

Backing up a database with ghak

When backing up a database, bear the following points in mind:
® Only the database owner or SYSDBA can back up a database.

® Unless the -service option is specified, gbak writes the backup files to the
current directory of the machine on which it is running, not on the server where
the database resides. If you specify a location for the backup file, it is relative to
the machine where gbak is executing. You can write the backup files only to this
local machine or to drives that are mapped to it. Note that the -service switch
changes this behavior. (See “Using gbak with InterBase Service Manager” on
page 8-18.)

* When you are backing up a multifile database, specify only the first file in the
backup command. You must not name the subsequent database files: they will
be interpreted as backup file names.

e The default unit for backup files is bytes. You can choose to specify kilobytes,
megabytes, or gigabytes (k, m, or g) instead. Restored database files can be
specified only in database pages.
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Note It is good security practice to change your backup files to read-only at the system
level after creating them. This prevents them from being accidentally overwritten.
In addition, you can protect your databases from being “kidnapped” on UNIX and
NT /2000 systems by placing the backup files in directories with restricted access.

Tip  Use the -transportable switch if you operate in a multiplatform environment. This
switch permits the database to be backed up to a platform other than the one on
which it originally resided. Using this option routinely is a good idea when you
are operating in a multiplatform environment.

Tip  Use the -service switch if you are backing up to the same server that holds the
original database. This option invokes the InterBase Service Manager on the server
host and saves both time and network traffic.

Restoring a database with ghak

Syntax  For restoring:
gbak {-cl-r} [options] source dbfile

For restoring to multiple files:
gbak {-cl|-r} [options] source dbfilel sizel dbfile2 [size2 dbfile3 ..]

For restoring from multiple files:
gbak {-cl-r} [options] sourcel source? [source3 ..] dbfile

By extension, you can restore from multiple files to multiple files using the
following syntax:

gbak {-cl-r} [options] sourcel source2 [source3 ..] dbfilel sizel
dbfile2 [size2 dbfile3 ..]

Table 8.3 Restoring a database with gbak: options

Argument Description
source Name of a storage device or backup file from which to
restore

On UNIX, this can also be stdin, in which case gbak reads
input from the standard input (usually a pipe).

dbfile The name of a restored database file

size Length of a backup file or restored database file
* The only permissible unit for a restored database file is
database pages; minimum value is 200
¢ Default unit for a backup file is bytes
¢ Size of backup files can also be specified in kilobytes,
megabytes, or gigabytes
¢ Do not specify a size for the final backup file or

database file; the last file always expands as needed to
fill all available space
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Table 8.4 lists gbak options that are available when restoring databases.

Table 8.4 gbak restore options

Option

Description

-c[reate_database]
-bu[ffers]
-i[nactive]

K[ill]

-mo[de] [read_write |
read_only}

-n[o_validity]

-o[ne_at_a_time]

-plage_size] n

-pas[sword] text
-r[eplace_database]

-se[rvice] servicename

-user name

-use_[all_space]

Restores database to a new file
Sets cache size for restored database
Makes indexes inactive upon restore

Does not create any shadows that were previously
defined

Specifies whether the restored database is writable
e Possible values are read_only and read_write
e Default is read_write

Deletes validity constraints from restored metadata;
allows restoration of data that would otherwise not meet
validity constraints

Restores one table at a time; useful for partial recovery if
database contains corrupt data

Resets page size to n bytes (1024, 2048, 4096, 8192, or
16384); default is 4096

Checks for password text before accessing a database
Restores database to new file or replaces existing file

e Creates the restored database on the host where the
backup files are located, using InterBase’s Service
Manager

e servicename invokes the Service Manager on the server
host; syntax varies with the network protocol in use:

TCP/IP hostname: service_mgr
NetBEUI \\hostname\service_mgr

Local service_mgr

Checks for user name before accessing database

Restores database with 100% fill ratio on every data page,
instead of the default 80% fill ratio
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Tip

Note

Table 8.4 gbak restore options (continued)

Option Description

-v[erbose] Shows what gbak is doing

-y [file | suppress_output] If used with -v, directs status messages to file; if used
without -v and file is omitted, suppresses output messages

-z Show version of gbak and of InterBase engine

When restoring a database, bear the following points in mind:

* Anyone can restore a database. However, only the database owner or SYSDBA
can restore a database over an existing database.

* Do not restore a backup over a database that is currently in use; it is likely to
corrupt the database.

¢ When restoring from a multifile backup, name all the backup files, in any order.

* Do not provide a file size for the last (or only) file of the restored database.
InterBase does not return an error, but it always “grows” the last file as needed
until all available space is used. This dynamic sizing is a feature of InterBase.

* You specify the size of a restored database in database pages. The default size
for database files is 200 pages. The default database page size is 4K, so if the
page size has not been changed, the default database size is 800K. This is
sufficient for only a very small database. To change the size of the database
pages, use the -plage_size] option when restoring.

Use the -service switch if you are restoring to the same server that holds the
backup file. This option invokes the InterBase Service Manager on the server host
and saves both time and network traffic.

If you specify several target database files but have only a small amount of data, the
target files are quite small (around 800K for the first one and 4K for subsequent
ones) when they are first created. They grow in sequence to the specified sizes as
you populate the database.

Using gbak with InterBase Service Manager

When you run gbak with the -service switch, gbak invokes the backup and restore
functions of InterBase’s Service Manager on the server where the database resides.
When run without the -service switch, gbak executes on the machine where it is
invoked—typically a client—and writes the backup file on (or relative to) that
machine. Using the -service switch to invoke the Service Manager saves a
significant amount of time and network traffic when you want to create the
backup on the same host on which the database resides. You have the option of
specifying another machine as the target when using the -service switch, but the
advantages of reduced time and network traffic are lost.
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Syntax

Important

gbak command-line tool

When you use the -service switch, you specify the host name followed by the
string “service_mgr”. The syntax you use for this varies with the network protocol
you are using. Together, these components are referred to as “host_service” in the
syntax statements that follow in this section.

Table 8.5 host_service syntax for calling the Service Manager with gbak

Network protocol Syntax

TCP/IP hostname:service_mgr
NetBEUI \\hostname\service_mgr
Local service_mgr

The syntax in the right column appears in the gbak syntax below as
“host_service.”

The local case is trivial on NT. If you are backing up a local database, the results in
terms of time and network traffic are the same whether you use the -service switch
or not, even though the actual implementation would be slightly different. On
UNIX systems, the local case is equivalent to specifying (for TCP/IP)
localhost:service_mgr and saves both time and network traffic.

Backing up with Service Manager

gbak -b [options] -sel[rvice] host_service database filename

Restoring with Service Manager

gbak {-c|-r} [options] -selrvice] host_service filename database

You can back up to multiple files and restore from multiple files using Service
Manager.

On UNIX systems, in order to restore a database that has been backed up using the
Service Manager, you must either use the Service Manager for the restore or you
must be logged onto the system as the user that InterBase was running as when
the backup was created (either root or interbase). This is because the InterBase user
(root or interbase) is the owner of the backup file at the system level when the
Service Manager is invoked, and the backup file is readable to only that user.
When gbak is used to back up a database without the -service option, the owner of
the backup file at the system level is the login of the person who ran gbak. On
Windows platforms, the system-level constraints do not apply.

The user name and password

When InterBase checks to see whether the user running gbak is authorized to do
s0, it determines the user according to the following hierarchy:

* The -user that is specified, with a correct password, as part of the gbak
command
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Note

¢ The user and password specified in the ISC_USER and ISC_PASSWORD
environment variables, provided they also exist in the InterBase security
database. (Setting these environment variables is strongly not recommended,
since it is extremely insecure.)

¢ UNIX only: If no user is specified at any of the previous levels, InterBase uses
the UNIX login if the user is running on the server or on a trusted host.

Some backup and restore examples

The following examples use forward slashes exclusively. InterBase accepts either
forward or backward slashes for paths on Wintel platforms.

Database backup examples

The following example backs up foo.ib, which resides on the server jupiter and
writes the backup file to the current directory of the client machine where gbak is
running. foo.ib can be either a single-file database or the name of the first file in a
multifile database. Using this syntax (without the -se switch) copies a lot of data
over the net.

gbak -b -user joe -password blurf@ jupiter:/foo.ib foo.1ibk

The next example backs up foo.ib, which resides on the server jupiter and writes the
backup file to the C:/archive directory on the client machine where gbak is running.
As before, foo.ib can be a single file database or the name of the first file in a
multifile database. This syntax causes the same amount of network traffic as the
first example.

gbak -b -user joe -password blurf@ jupiter:/foo.ib C:\archive\foo.ibk

The next example backs up the same database on jupiter, but uses the -se[rvice]
switch to invoke the Service Manager on jupiter, which writes the backup to the
\backup directory on jupiter. This command causes very little network traffic and is
therefore faster than performing the same task without the -se (-service) switch.
Note that the syntax (jupiter:service_mgr) indicates a TCP/IP connection.

gbak -b -user joe -password blurf@ -se jupiter:service_mgr /foo.ib /backup/foo.ibk

The next example again backs up fool.ib on server jupiter to multiple files in the
/backup directory on jupiter using the Service Manager. This syntax backs up a
single file or multifile database and uses a minimum of time and network traffic. It
converts external files as internal tables and creates a backup in a transportable
format that can be restored on any InterBase-supported platform. To back up a
multifile database, name only the first file in the backup command. In this
example, the first two backup files are limited to 500K. The last one expands as
necessary.

gbak -b -user joe -pass blurf@ -co -t -se jupiter:service_mgr
/fool.1ib/backup/backupl.ibk 500k /backup/backup2.ibk 500k
/backup/lastBackup.ibk
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Database restore examples

The first example restores a database that resides in the /archive directory on the
machine where gbak is running and restores it to jupiter, overwriting an existing
(but inactive) database.

gbak -r -user joe -pass blurf@ C:\archive\foo.ibk jupiter:/foo.ib

The next example restores a multifile database from the /backup directory of jupiter
to the /companydb directory of jupiter. This command runs on the server by
invoking Service Manager, thus saving time and network traffic. In this example,
the first two files of the restored database are 500 pages long and the last file grows
as needed.

gbak -r user -joe -pass blurf@ -se jupiter:service_mgr /backup/fool.ibk
/backup/foo2.1bk /backup/foolast.ibk /companydb/fool.ib 500
/companydb/foo2.1ib 500 /companydb/foolast.ib

The next example executes on server Jupiter using Service Manager and restores a
backup that is on Jupiter to another server called Pluto.

gbak -r user -joe -pass blurf@ -se jupiter:service_mgr
/backup/foo.ibk pluto:/companydb/foo.ib

gbak error messages

Table 8.6 gbak backup and restore error messages

Error Message

Causes and Suggested Actions to Take

Array dimension for column <string> is invalid Fix the array definition before backing up

Bad attribute for RDB$CHARACTER_SETS An incompatible character set is in use

Bad attribute for RDB$COLLATIONS Fix the attribute in the named system table

Bad attribute for table constraint Check integrity constraints; if restoring, consider
using the -no_validity option to delete validity
constraints

Blocking factor parameter missing Supply a numeric argument for “factor” option

Cannot commit files ¢ Database contains corruption or metadata violates

integrity constraints

¢ Try restoring tables using -one_at_a_time option, or
delete validity constraints using -no_validity
option

Cannot commit index <string> ¢ Data might conflict with defined indexes

¢ Try restoring using “inactive” option to prevent
rebuilding indexes
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Table 8.6 gbak backup and restore error messages (continued)

Error Message

Cannot find column for Blob
Cannot find table <string>
Cannot open backup file <string>

Cannot open status and error output file
<string>

Commit failed on table <string>

Conlflicting switches for backup /restore

Could not open file name <string>
Could not read from file <string>
Could not write to file <string>
Datatype n not understood

Database format n is too old to restore to

Database <string> already exists. To replace it,

use the -R switch

Could not drop database <string> (database

might be in use).

Device type not specified

Device type <string> not known

Do not recognize record type n

Do not recognize <string> attribute n --
continuing

Do not understand BLOB INFO item n

Causes and Suggested Actions to Take

Correct the file name you supplied and try again

* Messages are being redirected to invalid file name

¢ Check format of file or access permissions on the
directory of output file

® Data corruption or violation of integrity constraint
in the specified table

¢ Check metadata or restore “one table at a time”

A backup-only option and restore-only option were
used in the same operation; fix the command and
execute again

Fix the file name and re-execute command
Fix the file name and re-execute command
Fix the file name and re-execute command
An illegal datatype is being specified

* The gbak version used is incompatible with the
InterBase version of the database

¢ Try backing up the database using the -expand or
-old options and then restoring it

® You used -create in restoring a back up file, but the
target database already exists

e Either rename the target database or use -replace

® You used -replace in restoring a file to an existing
database, but the database is in use

¢ Either rename the target database or wait until it is
not in use

The -device option (Apollo only) must be followed by
ct or mt; obsolete as of InterBase V3.3

The -device option (Apollo only) was used
incorrectly; obsolete as of InterBase V3.3
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Table 8.6 gbak backup and restore error messages (continued)

Error Message

Error accessing BLOB column <string> --
continuing

ERROR: Backup incomplete

Error committing metadata for table <string>

Exiting before completion due to errors

Expected array dimension n but instead found
m

Expected array version number n but instead
found m

Expected backup database <string>, found
<string>

Expected backup description record

Expected backup start time <string>, found
<string>

Expected backup version 1, 2, or 3. Found n
Expected blocking factor, encountered <string>
Expected data attribute

Expected database description record

Expected number of bytes to be skipped,
encountered <string>

Expected page size, encountered <string>
Expected record length

Expected volume number n, found volume n

Expected XDR record length

Failed in put_blr_gen_id

Causes and Suggested Actions to Take

¢ The backup cannot be written to the target device or
file system

e Either there is insufficient space, a hardware write
problem, or data corruption

* A table within the database could be corrupt.

e If restoring a database, try using -one_at_a_time to
isolate the table

¢ This message accompanies other error messages
and indicates that back up or restore could not
execute

¢ Check other error messages for the cause.

Try redefining the problem array

Try redefining the problem array

Check the name of the backup file being restored

The -factor option requires a numeric argument

The -page_size option requires a numeric argument

When backing up or restoring with multiple tapes, be
sure to specify the correct volume number
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Table 8.6 gbak backup and restore error messages (continued)

Error Message

Failed in store_blr_gen_id
Failed to create database <string>

column <string> used in index <string> seems
to have vanished

Found unknown switch

Index <string> omitted because n of the
expected m keys were found

Input and output have the same name.
Disallowed.

Length given for initial file (n) is less than
minimum (m)

Missing parameter for the number of bytes to
be skipped

Multiple sources or destinations specified

No table name for data

Page size is allowed only on restore or create

Page size parameter missing

Page size specified (n bytes) rounded up to m
bytes

Page size specified (n) greater than limit (8192
bytes)

Password parameter missing

Protection is not there yet

Redirect location for output is not specified

Causes and Suggested Actions to Take

The target database specified is invalid; it might
already exist

¢ An index references a non-existent column

e Check either the index definition or column
definition

An unrecognized gbak option was specified

A backup file and database must have unique names;
correct the names and try again

¢ In restoring a database into multiple files, the
primary file was not allocated sufficient space

¢ InterBase automatically increases the page length to
the minimum value

* No action necessary

Only one device name can be specified as a source or
target

* The database contains data that is not assigned to
any table

* Use gfix to validate or mend the database

The -page_size option was used during a back up
instead of a restore

The -page_size option requires a numeric argument

Invalid page sizes are rounded up to 1024, 2048, 4096,
or 8192, whichever is closest

Specify a page size of 1024, 2048, 4096, or 8192

® The back up or restore is accessing a remote
machine

¢ Use -password and specify a password
Unimplemented option -unprotected used

You specified an option reserved for future use by
InterBase
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Table 8.6 gbak backup and restore error messages (continued)

Error Message

REPLACE specified, but the first file <string> is
a database

Requires both input and output file names

RESTORE: decompression length error

Restore failed for record in table <string>
Skipped n bytes after reading a bad attribute n

Skipped n bytes looking for next valid attribute,
encountered attribute m

Trigger <string> is invalid

Unexpected end of file on backup file

Unexpected I/O error while <string> backup
file

Unknown switch <string>

User name parameter missing

Validation error on column in table <string>

Warning -- record could not